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GOVERNMENT'S EX PARTE SUBMISSION OF REAUTHORIZATION
CERTIFICATION AND RELATED PROCEDURES, EX PARTE SUBMISSION OF
AMENDED CERTIFICATIONS, AND REQUEST FOR AN ORDER APPROVING

SUCH CERTIFICATION AND AMENDED CERTIFICATIONS «5)-

In accordance with subsection 702(g)(1)(A) of the Foreign Intelligence
Surveillance Act of 1978, as amended ("the Act“), the United States of America, by and
through the undersigned Department of Justice attorney, hereby submits ex parte the
attac;hed-certiﬁcation, DNYAG 702(g) Certification - This certification
reauthorizes DNI/AG 702 (g) Certification [Jvhich expires onljRO! 1.
Attached as Exhibits A, B, C, D, and E to DNI/AG 702(g) Cerﬁﬁcaﬁor- are the

targeting and minimization procedures to be used under the certification. 4SHOCNF)

TTTTT T T T "Gl'assiﬁed—by: B —"l'-—'—-'l"‘as AL . LY = stant-A‘ttornEy
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" Declassify on: pril 2036
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The National Security Agency (NSA) targeting procedures and Federal Bureau of

j iﬁvestigaﬁon (FBI) minimization procedures attached to the certification as Exhibits A

and D, respectively, previously have been submitted to and approved by this Court,
The NSA and Central Intelligence Agency (CIA) minimization procedures attached as

Exhibits B and E, respectively, as well as the FBI targeting procedures attached as

Exhibit C, were submitted to this Court on April 20, 201 | | NN =~
Y - NSA and CIA

' minimization procedures, as well as the FBI targeting procedures, are similar to, but

differ in certain substantive respects from, procedures previously approved by this

Court. {SHOCNFY

In addition, the above-captioned certification also includes amendmerits to the

certification being reauthorized, DNI/AG 702(g) Certificaﬁon_and its

predecessors, DNI/AG 702(g) Certifications ||| N Specifically, these

amendments authorize the use of the NSA and CIA minimization procedures attached

.as Exhibits Band E, respectively,. to DNI/AG '702(g) Certificatio in connection
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with foreign intelligencé information acquired in accordance with DNI/AG 702(g)
Cérﬁ.fication_1 {SHOCNFY
. Conclusion (U)

DNI/AG 702(g) Certificaﬁon-:onfains all of the elements fequireci by the
Act, and the targeting and minimization procedurgs included with'the certification are
consistent with the reﬁuirements of the Act and the Fourth _Ameﬁc_iment to the
Constitution of the United St.';ltes. Accordingly, the Gox;emmer;t respectfully requests,
ISuféuant to subsecﬁon 702(1()(2)- of the Act, that this Court review ex parte éﬁd m
cém;era DNI/AG 702(g) Certi.ficatior- and supporting documents, which .are
submltted herewith. The Government further requests that this Court enter an order
pursuant to subsection 702(i)(3)(A) of the Act approving: DNI/AG 702(g) Certification
- the use of the targeting and rmnnmzahon procedures attached thereto as
Exhibits A, B, C, D, a;nd E m connet':tion Wlth acquisitipns of foreign intelligence
information in accordance wiﬁ1 that certification; and the ﬁée of the minimization

procedures attached as Exhibits B and E to DNI/AG 702(g) Certificatiorjjjjjjjjjjj ir

1 The FBI minimization procedures attached to the above-captioned certification as Exhibit D are identical

to the FBI minimization procedures that already have been approved for use by this Court in connection

" with foreign intelligence information acquired in accordance with DNI/AG 702(g) Certification i}

_ Thus, with respect to the FBI minimization procedures curreritly approved for use
under those certifications, no amendments are necessary. (SHSSNF
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cormection with foreign intelligence information acquired in accordance with DNI/AG

702(g) Certiications | G /o<

orney-Advisor
ational Security Division
‘United States Department of Justice
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| UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
. WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIFICATION |

ORDER

This matter having come before this Court pursuant to the Government's ex
parte §ubmission éf the above-referenced certification in aécordance' with subsection
702(g)(1)(A) of the Foreign Intelligence Suﬁemmce Act of 1978, as amenaed (“the Act"),
and request for an érdef approving such certification and the use. of the targeﬁné _zar;d
mi;qimization procedurés attached thereto, and full consideration having been given to
the ﬁaﬁers set forth therein, the Court finds that the above-captioned certificatilon
submitted in accordance with 50 US.C. § 188ia(g) contains ail the; required elements,
an.d that the targeting émd minimization procedures adopted in accordance with

50 U.S.C. § 1881a(d)-(e) are consistent with the requirements .of, those subsections and

- with the Fourth Amendment to the Constitution of the United States.

Derived Fromu
ioned above
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Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 1881a(i)(3}(A), that

such certification and the use of such procedures are approved.

Entered this day offjjjjjj 2011, at ‘ Eastern Time.

Judge, United States Foreign
Intelligence Surveillance Court

NYT v DOJ, 16 CIV 7020_000243
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| UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

IN RE DNI/AG 702(g) CERTIFICATIONS: | Docket No. 702(i) 08-01

ORDER -

. For the reasons étated in the Memorandmn Opinion issued contemporaneously
herewith, émd in reliance on the enﬁré record in thi's matter, the Court-finds, in,theI
language of 50 US.C. § 1881a(i)(3)(A), that the certification submitted in the éBove- '-
capﬁoned docket, as amended, "contains all the requi:red elements” and that the revised
National Seéurity Agency and Central Intelligence Agency minimization procedures
submitted with the amendment "are consistent with the requiréments of [Section
1881a(e)] and with the fourth amendment to the Constitution of the United States."

Accordingly, -it is hereby ORDERED, pursuant to .50.U.S.C. § 1881a(1)(3)(A), that

such amendment and the use of such procedures are approved,

Entered this day JJjjjjjjij 2011, at Eastern Time,

Judge, United States Foreign
Intelligence Surveillance Court

i e e e e CRORPT/INOFORN - —- e e -
Dérive'd From - Sﬁbmissibn

in Docket N1 ioned above
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UNITED STATES

* FOREIGN INTELLIGENCE SURVEILLANCE COURT

'WASHINGTON, D.C.

IN RE DNY/AG 702(g) CERTRICATIONIEE | I

ORDER -

For the reasons stated in the Memorandum Opinion issued contemporaneously

'herewith, and in reliance ori the entire record in this matter, the Court finds, in the

Iangua'ge of 50 U.S.C. § 1881a(i)(3{{A), that the certification submitted in the above-

- captioned docket, as amended, "contains all the required elements” and that the revised

National Security Agency and Central Intelligence Agency minimization procedures

submitted with the amendment "are consistent with the requirements of [Section

1881a(e)] and with the fourth amendment to the Constitution of the United States."

Accordingly, it is hereby ORDERED, pursuant to 50 U.5.C. § 1881a(i)(3)(A), that

such amendment and the use of such procedures are approved.

Entered this day c- 2011, at

Eastern Time.

Judge, United States Foreign
Intelligence Surveillance Court

Derived From:

_ Submisst
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+ UNITED STATES |
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

N RE DNI/AG 702(g) CERTIFICATION D |

ORDER

For the reasons stated in the Memorandum Opinion issued _contemporaﬁeously
~ herewith, and in reliaﬁce on the entire reéord in this matter,_the Court finds, in the
language of 50 US.C.§ 1881a(i)(3)(A), that the certification submi;tted in the above-
éa}.)ﬁoned docket, as amended, "contains all the required elements” and that the revised
National Security Agency and Central Iritelliéence Agency m'inimization procedures
submitted with the amen&men’c ';are consistent with the requirements of [Section
1881a(e)] and with the fourth amendment to the Constitution of the United States."
Accordingly, it is hereby ORDERED, pursuant to 50 U.5.C. § 1881a(i)(3)(A), that

such amendment and the use of such procedures are approved.

‘Entered this____ day 2011, at Eastern Time.

Judge, United States Foreign
Intelligence Surveillance Court

Derived From: Submission to the USFISC
o  in Docket Number captioned above
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DNUAG 702(g) Certification [

In accorcjance with subsection 702(g) of the Foreign Intelligence Surveillance Act of
1978, as amended ("the Act"), and based on’the represeﬁtations made in the suﬁporting affidavits
of John C. nglis, Acting Director of the National Security Agency (NSA), Robert S. Muellér, 111,
‘Director of the Federal Bureau of Investigation (FBI), gnd Leon E. Panetta, Director of the
Central Intelligence Agency (CIA), in the above-referenced matter, the Director of National
_Intelligence and the Attorney General, being duly sworn, hereby certify that:! (S//OC,NF)
| (1) there are brocedures in place th_af have been a}pproved2 or Will be submitted with this
certification for approval by the Foreign mteﬂigencp Surveillance Court® that are
reasonably designed to --
a.. | ensure that an acquisition authorized pursvant to subsection 702(a) of the Actis

limited to targeting persons reasonably believed to be located outside the United

States; and

HQL Ny

? Specifi
Coust on

cally, the NSA targeting procedures attached herewith as Exhibit A were most recently approv;ad by the
h2010 in connection with Amendment 1 to DNVAG 702(g) Certificationfjifj (S/OCNF)

? Specifically, the FBI targeting procedures attached herewith as Exhibit C are bemg submitted for approval by the
Court. 7080
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b. prevent theintentione.xl acquisition of any commcation as to whicﬂ the sender
and all intended recipients are. known at thc;, time of acquisition to be located in
the United States;

(2) thé Iminimizatio;l procedures with respect to such acquisition --

a. meet thé deﬁnitiﬁn of minimization procédures under subsections 101(h) and
301(4) of the Act; and | | |

b. have been approved” or will be submitted with this certification for épproval by
the Foreign Intelligence Surveillance Court;’

‘ 3) gLiideiines have been adopted 111 aécordance with subsection 702(f) of the Act to
ensure compliancé with the limitations in subsection 7 02(b) of the Act and to ensure
that an application for a court order is filed as required by the Act;

(4) the procedures and guidelines referred to in sub-paragraphs (1), (2), and (3) above are’
consistent with the requirements of the fourth améndmeﬁt to the Constitution of the
United States;

5)a signiﬁc@t purpose of the acquisition is to obtain foreign intelli geﬁce information;

(6) the acquisition involves obtéining fo;'ei gn intelligence information from or with the

. agsistance of an electronic communication service provider; and
(7) the acquisition compliés with the limitations in subsection 702(b) of the Act.~(5)-
On the basis of tile‘ foregoing, the targeting of non-United States persons reasonably '

believed to be located outside the United States to acquire foreign intelﬁgence information, as

4 Specifically, the FBI minimization procedures attached herewith as Exhibit D were most recently submitted to the
Coutt for approval in connection with Amendmert 1 to DNIVAG 702(g) Certificatiodj - I 1

and were most recently approved by the Coust on [ 2010. (S#oc 85

 * Specifically, the NSA and CIA minimization procedures attached herewith as Exhibits B and E, respectively, are
" being submitted for approval by the Court, {SHOEMNEF) oo T T

2 .
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described above, is authorized, and such authorization shall be effective on-, 2011, oron’
the date upon which the Foreign Intelligence Surveillance Court issues an order concerning this
certification pursuant to subsection 702(i)(3) of the Act, whichever is later, Such targeting is

authorized for a period of one year from the effective date of this authorization. This

authotization reauthorizes DN/AG 702(g) Certification ||| | | G

which became effective on |EN2010. S#oc2 )

Amendment 4 to DNI/AG 702(g) Certificatio
Amendment 3 te DNI/AG 702(g) Certificatio and
Amendment 2 to DNI/AG 702(g) Certification

Furthermore, in accordance with subsection.702(1)(1)(C) of the Act, DNIVAG 702(g)

Certification - - h<:cby amended. Specifically, the use.of the

NSA and CIA minimization procedures attached herewith as Exhibits B and E, respectively, in

connection with foreign intelli géncé information acquired in accordance with DNI/AG 702(g)

Certiﬁcation_ is guthoﬁzed.7 Such. authorization, as amended,

“shall be effective on [, 2011, or on the date upon which the FISC issues an order

vconceming these amendments pursuant to subsection 702(1)(3) of the Act, whichever is later. All )

other aspects of Certiﬁcatibns_ as amended, remain unaltered and
are incorporated herein. -(SHOSINEF)- '

* DNI/AG 702 Certiﬁcation-was first amended by the Atiorney General and the Director of National
Intelligence i 2009, This amendinent related only to modifications to the FBY's targeting procedures.
Amendments to DNI/AG 702(g) Certification 010 and -ZOIO, which related only to
modifications to the minimization procedures for NSA, FBI, and CIA, wers incorrectly specified as Amendment 1
and Amendment 2, respectively, to DNIVAG 702(g) Certiﬁcatiox- The amendmenis in July and August
2010 should have been specified as Amendment 2 and Amendment 3, respectively, TSHOGHNE)-

7 As certified above, these minimization procedures meet the definition of minimization procedures under

-subsections-101¢h) and 301(4)-of the Act, will be submitted for approval by the FISC,-and are consistent with-the - —

requirements of the Fourth Amendment to the Constitution of the United States. {SHOEINFY

3
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VERIFICATION (U)

I declare under penalty of perjury that the facts set forth in the foregoing certification in

_ DNIAG 702(g) Certiﬁcatior-, are true and correct to the best of

my-knowledge and belief. I further declare under pehalty of perjury that the facts set forth in the

foregoing amendments to DNI/AG 702(g) Certifications]| G - o

and correct to the best of my knowledge and belief. Executed pursuant to 28 U.S.C. § 1746

on E%F‘. A )\, 2011 Qsa

Eric H. Holder Jr.
Attorney General of the United State

NYT v DOJ, 16 CIV 7020_000250
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_SECRETHORCON.NOFORN-
VERIFICATION (U)

1 declare under penalty of perjury that the facts set forth in the foregoing certification in

— DNIAG 702(g). Certlﬁcatton- are true and correct to the best of

my knowledge and belief, I further declare under penalty of perjury that the facts set forth in the
foregoxng amendments to DNI/AG 702(g) Certlﬁcatlon_ are true
and cotrect to the best of my knowledge and belief. Executed pursuant to 28 U.S.C. § 1746

on 1o ADFI 2011 48)

g e

JAmes R. Clapper, Jr.
Director of National Intelhgence
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AFFIDAVIT OF JOBN C. INGLIS, ACTING DI
~ NATIONAL SECURITY AGENCY %qﬁ&’z AM11:03

" DNVAG 702(g) Certification]JJlif

—¢8) Pursuant to subsection 702(g)(2)(C) of the Foreign Intslligence Surveillance Act of 1978, as
amended ("the Act"), and in support of DNIVAG 702(g) Certification I affirma that the
following is true and accurate to the best of my knowledge and belief:

1. {8#NFY-There are reasonable procedures in place that the National Sécurity Agency
(NSA) will use to ensure that any acquisition under this certification is limited to
targeting non-United States persons reasonably believed fo be lacated outside of the
United States. In-addition, these targeting procedures are reasonably designed to prevent
the intentional acquisition of any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States.
These targeting procedures, which are attached herewith as Exhibit A, were most recently
submitted for approval to the Foreign Intelligence Surveillance Court (FISC) in
connection with Amendment 1 to DNVAG 702(g) C_erﬁﬁw on—

2010, and were most recently approved by the FISC on 2010,

2. (FSHSHANFY As described below, NSA's acquisition of foreign intelligence information
pursuant to this certification involves obtaining foreign intelligence information from or
with the assistance of electronic commumnication service providers, as that term is defined

* in subsection 701(b)(4) of the Act, '

3. NSA seeks to sequire foreign intelligence informatio

NYT v DOJ, 16 CIV 7020_000252



Approved for public release. All withheld information exempt under b(1) and b(3) except as otherwise noted.

4. Furthermore, NSA seeks to acquire foreign intellipence information

,5,_f_€E'S#S£6€¥E.}Pmsuantmfth‘&above-

. intelligence information conceming

TOP SECRET//COMINT/NOFORN//20320108
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FORSECRETHCOMINT/NOFORN/A26320108—

is attached herewith as Exhibit F, NSA
believes that the non-United States persons reasonably believed to be located outside the
United States who will be targeted for collection under this certification possess, are
expected fo zeceive. and/or are likely to communicate forelgn inteflipence iriformation
concemmg_ Thus, a significant purpose of the acqmsmon isto
obtain:
(1) mformatzon that relates to, and if concerning a United States person is
necessary to, the ability of the United States to protect against --
a. actual or potential attack or other grave hostile acts of a foreign power
aor an agent of a foreign power;
b. sabotage, international terrorism, or the international proliferation of
weapons of mass destruction by a foreign power or an agent of a-
; foreign power; or
¢. clandestine intelligence mctivities by an intelligence service or network
of a foreign power or by an agent of a foreign power; or
(2) information with respect to a foreign power or foreign territory that relates
. to, and if concerning a United States person is necessary to —
a, the national defense or the security of the United States; or
b. the conduct of the foreign affairs of the United States.

If NSA seeks to acquire foreign intelligence information concernin

NSA
may target under this certification non-United States persons reasonably believed
to be located outside the United States who possess, are expected to receive,
and/or are likely to communicate forelgn intelligence information concetning
provided that NSA notifies the Aftorney General -
and Director of National Intelligence within five business days of implementing
such targeting. Such notification will include a description of the factual basis for
NSA's determination that th

6. -(S/#NF) With respect fo the information NSA acquires pursuant to the above-referenced
certification, NSA will follow the minimization procedures attached herewith as Exhibit

B.

NYT v DOJ, 16 CIV 7020_000254
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TOP SECRETHEOMINT/NOFORNA20320108-

7. -(S#SLQ‘N'P? NSA may provide to the Central Intelligence Agency (CIA) unminimized

communications acquired pursuant to the above-referenced certification. CIA will
identify to NSA the targets for which NSA may provide unminimized communications to
CIA. CIA will process any such unminimized communications received from NSA in

_ accordance with the CIA minimization procedures adopted by the Attorney General, in

consultation with the Director of National Intelligence, pursuant to subsection 702(e) of
the Act. '

-~

8. ~(S48D- NSA may provide to the Federal Burean of Investigation (FBI) unminimized

communications acquired pursvant to the above-referenced certification. The FBI will
identify to NSA the targets for which NSA may provide unminimized communications to
the FBL." The FBI will process any such unminimized communications received from
NSA in accordance with the FBI minimization procedures adopted by the Aftorney
General, in consulfation with the Director of National Intelligence, pursuant to subsection

702(e) of the Act. '

~wn The remainder of this page intentionally left blank —-
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(U) Ideclare under penalty of perjury that the foregoing is true and correct.
. . v ,
Signed this b h day of April, 2011.

Avting Dir

National Security Agency

NYT v DOJ, 16 CIV 7020_000256
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LR
AFFIDAVIT OF ROBERT S. MUELLER, IR LT 1
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION,. ., 411 0

PNI/AG 702(g) Certification [l

£{S)-Pursuant to subsection 702(g}(2)(C) of the Foreign Intelligence Surveillance Act of 1978, as
amended ("the Act"), and in support of DNI/AG 702(g) Certification [, 1 affirm the
following is true and accurate to the best of my knowledge-anq belief:

1. «5) The National Security Agency (NSA) has represented fo the Federal Bureau of
Investigation (FBI) that, in accordance with the NS A targeting procedures attached
. herewith as Exhibit A, NSA may identify certain electronic communications
that are used by non-United
States persons reasonably believed to be outside the United States and which are '
. reasonably believed to contain foreign intelligence informatio

2. 53 The FBI's acciuisiﬁon of il pursuant to NSA's request is
consistent with Section 702 of the Act because, inter alia: the acquisition willbe
" conducted in compliance with the limitations set forth in subsection 702i lii of the Act; the

acquisition will involve obtaining foreign intelligence inforniatio
lectronic communication service providers; and a

significant purpose of the acquisition is to obtain foreign intelligence information.

3. 8>In conducting the acquisition o as requested by NSA, the
FBI will use the procedures attached herewith as Exhibit C to determine that the
requested acquisition targets non-United States persons reasonably believed to be located
outside the United States.

4. LS The FBI will convey an_it acquires' pursuant to the

above-referenced certification to NSA in unminimized form without performing any
further processes or procedures to ensure that the user of the is a
non-United States person reasonably believed to be located outside the United States. If
directed by NSA, the FBI will also convey the_ of specified
ﬁ&om the electronic communication service provider to the Central

NYT v DOJ, 16 CIV 7020_000257
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Intelligence Agency (CIA) in unminimized form without performing any further
processes or procedures to ensure that the user of the is a non~-United
States person reasonably believed to be located outside the United States. NSA and CIA
shall process any_ received from the FBI in accordance with the
NSA and CIA minimization procedures, respectively, adopted by the Attorney General,

in consultation with the Dire_ctor of National Intelligence, pursuant to subsection 702(e)
of the Act.

he minimization procedures that the FBI will use with respect to any-

it acquires pursuant to the above-referenced certification are attached
herewith as Exhibit D. These minimization procedures were most recently submitted for
approval to the Foreign Intelligence Surveillance Court (FISC) in connection with
Amendment 1 to DNI/AG 702(g) Certification _ 2010, and were
most recently approved by the FISC o 010.

6. £S5y NSA may acquire, pursuant fo the above-referenced certification, unminimized
" communications as those communications are fransmitted. Such unminimized
communications may contain foreign intelligence information relating to the lawful
functions and responsibilities of the FBI's counterterrorism, counterintelligence, and
national security activities. Accordingly, the FBI may request and receive such
unminimized communications from NSA. The FBI will identify to NSA the targeted
selectors for which the FBI seeks the dissemination of unminimized communications.
The minimization procedures that the FBI will use with respect fo any unminimized
. communications it receives from NSA are attached herewith as Exhibit D,

-~~~ The remainder of this page inténtz‘onally left blank ----
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I declare under penalty of perjury that the foregoing is true and correct.

oy

ROHERT S. LLER, IIl
Director, Federal Bureau of Investigation

Signed this _ J mc’lay of April 2011.
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“FOP SECRET/NOFORN

ri

e 'I"""' )
"AFFIDAVIT OF THE DIRECTOR OF ’l‘HE CENTRAL INTELLTJ([}(ENCE AGENCY

DNI/AG 702(g) Certification [ v

—(FS{AE)- Pursuant to subsection 702(g)(2)(C) of the Forexgn Intelligence Surveillance Act of-
1978, as amended ("the Act"), and in support of DNI/AG 702(g) Cemficatlon- I affirm
_the following is frue and accurate to the best of my knowledge and belief: -

1653 As Director of the Central Intelligence Agency (CIA), T am responsible for the collection
of foreign intelligence thtough human sources and by other appropriate means. These functions
are carried out by and through CIA. The mission of CIA includes the collection, production, and
dissemination of foreign intelligence and counterintelligence, including information not
otherwise obtainable. This includes the conduct of clandestine esplonage or countermteihgence
activities abroad.

2. CESHNEY Pursuant to the above-referenced certification, the National Security Agehci (NSA)

and Federal Butreau of Inve_stiiation iFBii mai aciuire unminimized communications

NYT v.DOJ, 16 CIV 7020_000260
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TOPSECRET/ANOFORN

. 5.FS/ANF) Thave reviewed the minimization procedures attached herewith as Exhibit E. CIA

will follow these minimization procedures with respect to communications acquired pursuant to
the above-referenced certification.

. Ideclare under penalty of perjury that the foregoing is trueé and correct,

7 .
Signed this & day of April 2011.

Dlrector, Central Intelﬁgence Agency
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EXHIBIT A

PROCEDURES USED BY THE NATIONAL SECURITY AGENCY FORAARGETRE > 14
NON-UNITED STATES PERSONS REASONABLY BELIEVED TO B]T;Eg(;ﬁ ED
OUTSIDE THE UNITED STATES TO ACQUIRE FOREIGN INTELLIEENGE CCURT
INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT OF 1978, AS AMENDED

1-52

DatEd: 20070108
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—FOPSECREHCONMINT/NOFORNA20320108—
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MINIMIZATION PROCEDURES USED BY THE NATIONAL SECURZ[]}YM CE#N 20
CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE

TNFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN i[HEELLIGENCE aiy

SURVEILLANCE ACT OF 1978, AS AMENDED ! fi

Section 1 - Applicability and Scope (U)

These National Security Agency (NSA) minimization procedures apply to the acquisition,
retention, use, and dissemination of non-publicly available information concermning
unconsenting United States persons that is acquired by targeting non-United States persons.
reasonably believed to be located outside the United States in accordance with section 702 of
the Foreign Intelligence Surveillance Act of 1978, as amended ("the Act"). (1)

If NSA determines that it must take action in apparent departure from these minimization
procedures to protect against an immediate threat to human life (e.g., force protection or
hostage situations) and that it is not feasible to obtain a timely modification of these

* procedures, NSA may take such action immediately. NSA will report the action taken to the
Office of the Director of National Intelligence and to the National Security Division of the
Department of Justice, which will promptly notify the Foreign Intelligence Surveillance
Court of such activity. (U)

Forthe purposes of these procedures, the terms "National Security Agency" and "NSA.
personnel" refer to any employees of the National Security Agency/Cenfral Security Service
("NSA/CSS" or "NSA") and any other personnel engaged in Signals Intelligence (SIGINT)
operations authorized pursuant to section 702 of the Act if such operations are executed
under the direction, authority, or control of the Director, NSA/Chief, CSS (DIRNSA). (U) ,

Section 2 - Deﬁnitions (9)]

In addition to the definitions in secuons 101 and 701 of the Act the following deﬁmtmns
will apply to these procedures

(a) Acquisition means the collection by NSA or the FBI through electronic means of a non-
public communication to which it is not an intended party. (U)

(b) Communications concerning a United States person include all communications in which
a United States person is discussed or mentioned, except where such communications
reveal only publicly—available information about the person. (U)

(c) Commumcatlons of a United States person include all communications to which 2 United
States person is a pa.rty (L5)] :
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(d) Consent is the agreement by a person or organization to permit the NSA to take particular
actions that affect the person or organization. To be effective, consent must be givenby
the affected person or organization with sufficient knowledge to understand the action
that may be taken and the possible consequences of that action. Consent by an
organization will be deemed valid if given on behalf of the organization by an official or
governing body determined by the General Counsel, NSA, to have actual or apparent
authority to make such an agreement. (U)

(e) Foreign communication means a communication that has at least one communicant
outside of the United States. All other communications, including coramunications in
which the sender and all intended recipients are reasonably believed to be located in the
United States at the time of acquisition, are domestic communications.<8/#5H—

(f) Identification of a United States person means (1) the name, unique title, or address of a
United States person; or (2) other personal identifiers of a United States person when
appearing in the context of activities conducted by that person or activities conducted by
others that are related to that person. A reference to a product by brand name, or :

" manufacturer's name or the use of 2 name in a descriptive sense, e. g ., "Monroe Doctrine,"
is not an‘identification of a Umted States person. ASHSTY

(2 Processed or processmg means any step necessary to convert a commumcatlon into an
intelligible form intended for human inspection. (U)

(h) Publicly-available information means information that 2 member of the public could
obtain on request, by research in public sources, or by casual observation. (U) -

(i) Technical data base means information retained for cryptanalytic, traffic analytic, or
~ signal exploitation purposes. {SHSEr

() United States ]jerson means a United States person as defined in the Act. The following
guidelines apply in determining whether a person whose status is unknown is a United
States person: (U)

. (1) A person known to be currently in the United States will be treated as a United States
person unless positively identified as an alien who has not been admitted for
permanent residence, or uzless the nature or circumstances of the person's
cominunications give rise to a reasonable belief that such person is not a United
States person. (U)

(2) A person known to be currently outside the United States, or whose location is
unknown, will not be treated as a United States person unless such person can be
positively identified as such, or the nature or circumstances of the person's
communications give rise to a reasonable belief that such person is a United States

person. (U)
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(3) A person known to be an alien admitted for permanent residence loses status as a
United States person if the person leaves the United States and is not in compliance
~with 8 U.8.C. § 1203 enabling re-entry into the United States. Failure to follow the .
statutory procedures provides a reasonable basis to conclude that the alien has
abandoned any intention of maintaining his status as a permanent resident alien. (U)

(4) An unincorporated association whose headquarters or primary office is located
outside the United States is presumed not to be a United States person unless there is
information indicating that a substantial number of its members are citizens of the
United States or aliens lawfully admitted for permanent residence. (U)

Section 3 - Acquisition and Processing - General (U)
(a) Acquisition (U)

The acquisition of information by targeting non-United States persons reasonably believed to
be located outside the United States pursuant to section 702 of the Act will be effected in
accordance with an authorization made by the Attorney General and Director of National

- Intelligence pursuant to subsection 702(a) of the Act and will be conducted in a manner
designed, to the greatest extent reasonably feasible, to minimize the acquisition of
information not relevant to the authorized purpose of the acquisition. (S/SI)

(b). Monitoring, Recording, and Processing (U) -

(1) Personnel will exercise reasonable judgment in determining whether information

acquired must be minimized and will destroy inadvertently acquired communications
- of or concerning a United States person at the earliest practicable.point in the

processing cycle at which such communication can be identified either: as clearly not
relevant to the authorized purpose of the acquisition (e.g., the communication does
not contain foreign intelligence information); or, as not containing evidence of a
crime which may be disseminated under these procedures. Such inadvertently
acquired communications of or concerning a United States person may be retained no -
longer than five years from the expiration date of the certification authorizing the
collection in any event.  The communications that may be retained include electronic -
communications acquired because of limitations on NSA's ability to filter
communications. (S#8H- ' '

(2) Communications of or concerning United States persons that may be related to the
authorized purpose of the acquisition may be forwarded to analytic personnel
responsible for producing intelligence information from the collected data. Such .
communications or information may be retained and disseminated only in accordance
with Sections 4, 5, 6, and 8 of these procedures. (€3— :

" (3) Magnetic tapes or other storage media that contain acquired communications maybe

processed.—{S)}~
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(4) As a communication is reviewed, NSA analyst(s) will determine ‘whether itis a
domestic or foreign communication to, from, or about a target and is reasonably
- believed to contain foreign intelligence infonmation or evidence of a crime. Only
such communications may be processed. All other communications may be retained
or disseminated only in accordance with Sections 5, 6, and 8 of these procedures.

S8

(5) Magnetic tapes or other storage media contannng communications acquired pursuant
to section 702 may be scanned by computer to 1dent1fy and select communications for
analysis. Computer selection terms used for scanning, such as telephone numbers,
key words or phrases, or other discriminators, will be limited to those selection terms
reasonably likely to retumn foreign intelligence information. Any United States
person identifiers used as terms to identify and select communications must be
approved in accordance with NSA procedures. NSA will maintain records of all
United States person identifiers approved for use as selection terms. The Department
of Justice's National Security Division and the Office of the Director of National
Intelligence will conduct oversight of NSA's activities with respect to United States

- persons that are conducted pursuant to this paragraph el AR

(6) Further processing, retention and dissemination of foreign communications will be
-made in accordance with Sections 4, 6, 7, and 8 as applicable, below. Further
processing, storage and dissemination of inadvertently acquired domestic
communications will'be made in accordance with Sectlons 4, 5,-and 8 below. {S#S-B—

(c) Destructioh of Raw Data &3~

Communications and other information, including that reduced to graphic or "hard copy"
form such as facsimile, telex, computer data, or equipment emanations, will be reviewed for
retention in accordance with the standards set forth in these procedures. Communications -
and other information, in any form, that do not meet such retention standards and that are
known to contain communications of or concerning United States persons will be destroyed
upon recognition, and may be retained no longer than five years from the expiration date of
the certification authorizing the collection in any event. The communications that may be
retained include electronic communications acqulred becanse of limitations on NSA's ability

to filter communications. ~(S#SD-
(d) Change in Tafget's Locatiop or Status (SHSH—

(1) In the event that NSA determines that a person is reasonably believed to be located
outside the United States and after targeting this person learns that the person is inside
thé United States, or if NSA concludes that a person who at the time of targeting was
believed to be a non-United States person is in fact a United States person, the
acquisition from that person will be terminated without delay. (SH/SH

77 {(2) Any communications acquired through the targefing of a person who at the timeof ==
targeting was reasonably believed to be located outside the United States but is in fact

. o ke
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located inside the United States at the time such communications were acquired, and
any communications acquired by targeting a person who at the time of targeting was

believed to be a non-United States person but was in fact a United States person, will
be treated as domestic communications under these procedures. (5455

Section 4 - Acquisition and Processing - Attomey-Client Communications {€)

As soon as it becomes apparent that a commumnication is between a person who is known to
be under criminal indictment in the United States and an attorney who represents that’
individual in the matter under indictment (or someone acting on behalf of the attorney),
monitoring of that communication will cease and the communication will be identified as an
attorney-client communication in a log maintained for that purpose. The relevant portion of
the communication containing that conversation will be segregated and the National Security
Division of the Department of Justice will be notified so that appropriate procedures may be
established to protect such commmications from review or use in. any criminal prosecution,
while preserving foreign intelligence information contained therein. Additionally, all
proposed disseminations of information constituting United States person attomey—client
privileged communications must be reviewed by the NSA Office of General Counsel prior to
dissemination. 8/#8% - :

- Section 5 - Domestic Communications (U)

A communication identified as a domestic- communication will be promptly destroyed upon
recognition unless the Director (or Acting Director) of NSA specifically determines, in
writing, that: €Sy

- (1) the communication is reasonably believed to contain significant foreign intelligence
information. Such communication may be provided to the Federal Bureau of
Investigation (FBI) (including United States person identities) for possible
dissemination by the FBI in accordance with its minimization procedures; (&3

(2) the commusiication does not contain foreign intelligence information but is
reasonably believed to contain evidence of a crime that has been, is being, ‘or is about
to be committed. Such communication may be disseminated (including United States
person identities) to appropriate Federal law enforcement authorities, in accordance
with 50 U.S.C. §§ 1806(b) and 1825(c), Executive Order No. 12333, and, where
applicable, the crimes reporting procedures set out in the August 1995 "Memorandum
of Understanding: Reporting of Information Concerning Federal Crimes," or any
successor document. Such communications may be retained by NSA for a reasonable
period of time, not to exceed six months unless extended in writing by the Attorney

- General, to permit law enforcement agencies to determine whether access to original
recordings of such communications is required for law enforcement purposes; fS}

 (3) the commumcatlon is reasonably believed to contain technical data base information,
‘as defined in Section 2(i}, or information necessary to understand or assess a
communications security vulnerability. Such communication may be provided to the
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FBI and/or disseminated to other elements of the United States Government. Such
communications may be retained for a period sufficient to allow a thorough
exploitation and to permit access to data that are, or are reasonably believed likely to
become, relevant to a current or future foreign intelligence requirement. Sufficient
duration may vary with the nature of the exploitation. (S#8H-

a. Inthecontextofa cryptanalyﬁc effort, maintenance of techmcal data bases
requires retention of all communications that are enciphered or reasonably
-believed to contain secret meaning, and sufficient duration may consist of any
period of time during which encrypted material i§ subject to, or of use in,

cryptanalysis. fS#SB—

b. Inthe case of communications that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is five years from the expiration date
of the certification authorizing the collection unless the Signal Intelligence
Director, NSA, determines in writing that retention for a longer period is required
to respond to authorized foreign mtelll gence or counterintelligence requirements;

or {5#81) -

(4) the communication contains mformatlon pertalmng to a threat of serious harm to life

or property. (5

Notwithstanding the above, if 2 domestic communication indicates that a target has entered
the Unitéd States, NSA may advise the FBI of that fact. Moreover, technical data regarding
domestic communications inay be retained and prov1ded to the FBI and CIA for collection

avoidance purposes. -(3//3H—

Section 6 - Foreign Communications of or Concerning United States Persons uy
(a) Retention (U)

Foreign communications of or concerning United States persons collected in the course of an
acquisition authorized under section 702 of the Act may be retained only:

(1) if necessary for the mainfenance of technical data bases. Retention for this purpose is
permitted for a period sufficient to allow a thorough exploitation and to permit access
- to data that are, or are reasonably believed likely to become, relevant to a current or
future foreign intelligence requirement. Sufficient duration may vary with the nature
of the exploitation. ' '

a. Inthe context of a cryptanalytic effort, maintenance of technical data bases
requires retention of all communications that are enciphered or reasonably
believed to contain secret meaning, and sufficient duration may consist of any
period of time during which encrypted matenal is subject to, or of use in,

. cryptanalysis.
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b. Inthe case of cqmmunicanons that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is five years from the expiration date
of the certification authorizing the collection unless the Signals Intelligence '
Director, NSA, determines in writing that retention for a longer peried is required
to respond to authorized foreign intelligence or counterintelligence requirements;

(2) if dissemination of such communications with reference to such United States persons
would be permitted under subsection (b} below; or

‘ (3) if the information is evidence of a crime that has been, is being, or is about to be
. committed and is provided to appropriate federal law enforcement authorities. {SASH-

(b) Dissemination (U)

A report based on communications of or concerning a United States person may be
disseminated in accordance with Section 7 or 8 if the identity of the United States person is
deleted and a generic term or symbol is substituted so that the informiation cannot reasonably
be connected with an identifiable United States person. Otherwise, dissemination of _
intelligence reports based on communications of or concerning a United States person may
only be made fo a recipient requiring the identity of such person for the performance of
official duties but only if at least one of the following criteria is also met:

(1) the United States person has consented to dissemination or the information of or
concerning the United States person is available publicly; :

) the identity of the United States person is necessary to understand foreign intelligence
information or assess its importance, e.g., the identity of a senior offi¢ial in the
Executive Branch;

(3) the communication or information indicates that the United States person may be:

a. an agent of a foreign power;

.Q" .

a'forcign power as defined in Section 101(a) of the Act;

c. tesiding outside the United States and holding an official position in the
government or military forces of a foreign power;

d. acofporation or other entity that is owned or controlled directly or mdlrcctly bya
foreign power; or

e. acting in collaboration with an intelligence or security service of a foreign power
and the United States person has, or has had, access to classified national security
information or matenal
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(4) the communication or information indicates that the United States person may be the
target of intelligence activities of a foreign power; . :

(5) the communication or information indicates that the United States person is engaged
in the unauthorized disclosure of classified national security information or the
United States person's identity is necessary to understand or assess a communications
security vulnerability, but only after the agency that originated the information
certifies that it is properly classified;

(6) the communication or information indicates that the United States person may be
engagmg in infernational terrorist activities;

(N the acquisition of the United States person's communication was authorized by a
court order issued pursuant to the Act and the communication may relate to.the
foreign intelligence purpose of the surveillance; or

(8) the communication or information is reasonably believed to contain evidence that a
crime has been, is being, or is about to be committed, provided that dissemination is
for law enforcement purposes and is made in accordance with 50 U.S.C. §§ 1806(b)
- and 1825(¢c), Executive Order No. 12333, and, where applicable, the crimes reporting
procedures set out in the August 1995 "Memorandum of Understanding: Reporting of
Information Concerning Federal Crimes," or any successor document. (U)

() Provision of Unminimiied Communications to CIA and FBI £&A¥Ey

(1) NSA may provide to the Central Intelligence Agency (CIA) unminimized
communications acquired pursnant to ‘section 702 of the Act. CIA will
identify to NSA targets for which NSA may provide unminimized
communications to CIA. CIA will process any such unminimized
communications received from NSA in accordance with CIA minimization
procedures adopted by the Attorney General, in consultation with the Director
of National Intelligence, pursuant to subsection 702(e) of the Act. {SASHANF—

(2) NSA may provide to the FBI unminimized communications acquired pursuant to
section 702 of the Act, The FBI will identify to NSA targets for which NSA may.
provide unminimized communications to the FBI. The FBI will process any such
unminimized communications received from NSA in accordance with FBI
minimization procedures adopted by the Attorney General, in consultation with the
Director of National Intelligence, pursuant to subsection 702(6) of the Act. 545H—

Section 7 - Other Foreign Communmaﬁons )

Fore1gn communications of or concerning a non-United States -person may be retained, used,
and dlssemmated in any form in accordance with other apphcable law, regulation, and policy.

ey

NYT v DOJ, 16 cIv 7020_000278



Approved for public Telease. All withheld information exem;_:;t under b{1) and b(3} except as otherwise noted.

Section 8 - Collaboration with Foreign Governments ~S#5%)-

(8) Procedures for the dissemiination of evaluated and minimized information. Pursuant o

~ Section 1.7(c)(8) of Executive Order No. 12333, as amended, NSA conducts foreign
cryptologic liaison relationships with certain foreign governments. Information acquired
pursuant to section 702 of the Act may be disseminated to a foreign government. Except
as provided in subsection 8(b) of these procedures, any dissemination to a foreign '
government of information of or conceming a United States person that is acquired
pursuant to section 702 may only be done in a manner consistent with subsections 6(b)
and 7 of these NSA minimization procedures. 5%

(b) Procedures for technical or linguistic assistance. It is anticipated that NSA may obtain

information or communications that, because of their technical or linguistic content, may
require further analysis by foreign governments to assist NSA. in determining their .
meaning or significance. Notwithstanding other provisions of these minimization
procedures, NSA may disseminate computer disks, tape recordings, transcripts, or other
information or items containing unminimized information or communications acquired
pursuant to section 702 to foreign governments for further processing and analysis, under
the following restrictions with respect to any materials so disseminated: £8)

. (1) Dissemination to foreign governments will be solely for translation or analysis
of such information or communications, and assisting foreign governments
will make no use of any information or any communication of or concerning
any person -except to provide technical and linguistic assistance to NSA. €53

(2) Dissemination will be only to those personnel within foreign governments
involved in the translation or analysis of such information or communications.
The number of such personnel will be restricted to the extent feasible. There
will be no dissemination within foreign governments of this unminimized data.

_(S_} .

(3) Foreign governments. will make no permanent agency record of information or
communications of or concemning any person referred to or recorded on
computer disks; tape recordings, transcripts, or other items disseminated by
NSA to foreign governments, provided that foreign governments may

. maintain such temporary records as are necessary to enable them to assist
NSA with the translation or analysis of such information. Records maintained
by foreign governments for this purpose may not be disseminated within the
foreign governments, except to personnel involved in providing techmical or
linguistic assistance to NSA. 8).

_{(4) Upon the conclusion of such technical or linguistic assistance to NSA,
computer disks, tape recordings, transcripts, or other items or information
disseminated to foreign governments will either be returned to NSAorbe

- destroyed with an accounting of such destruction made to NSA —8)~

NEINOTOR ,
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(5) Any information that foreign governments provide to NSA as a result of such
" technical or linguistic assistance may be disseminated by NSA in accordance
with these minimization procedures. -5}

e S0

Date Eric H. Holder, Jr.
. Attomey General of the United Stdtes
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PROCEDURES USED BY THE FEDERAL BUREAU OF INVESTIGATION ¥O .

TARGETING NON-UNITED STATES PERSONS REASONABLY BELIEVED TOBE ,,
LOCATED OUTSIDE THE UNITED STATES TO ACQUIRE FOREIGN (i - i jif tini-

EXHIBIT C

P
y 5

17 ]

INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED

—5¥ These procedures address: (I) the process the Federal Bureau of Investigation (FBI) will use
in acquiring foreign intelligence information, by targeting
electronic communications accounts/addresses/identifiers designated by the National Security
Agency (NSA) _ as being used by non-United States persons reasonably
believed to be located outside the United States, (II) the FBI's documentation of that process, and
(III) compliance and oversight. -

I. (U) DETERMINATION OF WHETHER A PERSON IS REASONABLY BELIEVED TO
BE LOCATED OUTSIDE THE UNITED STATES AND NOT A UNITED STATES
PERSON : .

1.
NSA will follow its targeting procedures, adopted by the Attorney General, in
consultation with the Director of National Intelligence, pursuant to subsection 702(d) of
the Act, for determining that the user of theﬁ is a person reasonably
believed to be located outside the United States and is not a United States person. NSA
will also be responsible for determining that a significant purpose of the acquisition is to
obtain foreign intelligence information. :

NSA will provide the FBY with identi

together with an
explanation of NSA's conclusion that the user of the is a person
reasonably believed to be located outside the United States and its determination .
regarding the non-United States person status of the user. NSA will also represent that a
significant purpose o 'is to obtain foreign '
intelligence information and that the purpose of such acquisition is not to intentionally
target a particular, known person reasonably believed to be in the United States.

NSA's explanation for its reasonable belief that the user of the is
located outside of the United States; and (b) information provided by NSA concerning -
- the || vsc:'s non-United States person status. '

3. ~8)-The FBI, in consultation with NSA, will review and evaluate the sufﬁbienci of: (a)
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the user of the
is a United Stafes person or is located inside of the United States, the FBI will
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All such communications retained by the FBI will be

processed in accordance with FBI minimization procedures adopted by the Attorney -
General, in consultation with- the Director of National Intelligence, pursuant to subsection

702(e) of the Act.

7. [f NSA analysis o :
indicates that a user of a om which

ursuant to these procedures is actually located within the
United States or is a United States person, NSA will promptl

8. 5y If the FBI 1s not
aﬁroiriate for tasking under section 702 (i.e., because the user of th

is a United States person and/or is located inside of the United States), the FBI
of the

will inform NSA, and the FBI will no
is in fact

B i t:c FBI determines that the

appropriate for tasking under section 702.

In addition, the FBI will take appropriate action, which may include th
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II. (U) DOCUMENTATION
10£5¥ The FBI will ensure the retention of information it receives from NSA concerning
the non-United States person status of the user of t d the factual
 basis for NSA's determination that the user of the is reasonably
believed to be located outside the United States in accordance with the National Archives

and Records Administration (NARA) and, as appropriate, the FBI's Records Management
Division and/or Security Division standards, policies, and guidelines.

11

1L (8)) COMPLIANCE AND OVERSIGHT

12.€57 The FBI will develop and deliver training regarding the applicable procedures to
ensure that all personnel responsible for “

under these procedures understand their responsibilities with respect to

The FBI has established processes for determining whic

and for
ensuring that and the related e accessible

only to those who are authorized and have bad the proper training.

13.483-Fhe FBI Inspection Division will conduct oversight of the FBI's exercise of these
procedures. This oversight will include periodic reviews by FBI Inspection Division
personnel to evaluate the implementation of the procedures and the training given fo
relevant personnel. Such reviews will occur at least once every quarter.

14.€5) The DOJ and ODNI will conduct oversight of the FBI's exercise of the authority
under section 702 of the Act, which will include periodic reviews by DOJ and ODNI-
personnel to evaluate the implementation of these procedures. Such reviews will occur at
least once every sixty days,

" 15+48) The FBI will report to DOJ through the Deputy Assistant Attorney General in the
National Security Division with responsibility for intelligence operations and oversight,
to the ODNI Office of General Counsel, and to the ODNI Civil Liberties Protection

"Officer any incidents of noncompliance with these procedures by FBI personnel w1th1n
five business days of leammg of the incident.

- - - Date-- — — —— - - - -—Ere¢H-Holder; Jr: - s
Attomey Genera.l of the Umted S ateg
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—SECRETHNOFORN—

EXHIBIT D

MINIMIZATION PROCEDURES USED BY THE FEDERAL %ﬂéﬁ&? offt > 14
INVESTIGATION IN CONNECTION WITH ACQUISITIONS é’%ﬁﬁé‘” @{
INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 HoRMEN

INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED -

These Federal Bureau of Investigation (FBI) minimization procedures apply to the
acquisition, retention, use, and dissemination of non-publicly available information concerning
unconsenting United States persons that is acquired by targeting non-United States persons
reasonably believed to be located outside the United States pursuant to section 702 of the
Foreign Intelligence Surveillance Act of 1978, as amended ("the Act™). (U)

With respect to any unminimized communications acquired pursuant to section 702 of the
Act, the FBI will apply its standard minimization procedures as described in the Standard
Minimization Procedures for FBI Electronic Surveillance and Physical Search Conducted Under
the Foreign Intelligence Surveillance Act (adopted October 21, 2008) ("Standard Minimization
Procedures"), with the following modifications: €5}~ '

a.

~- - —-—=--—-targeting was reasonably believed to be-a-non=United States-person located —

References to "information acquired pursuant to FISA" and "FISA-acquired
information" will be understood to also include communications acquired
pursuant to section 702 of the Act. (U)

e

References to "target" will be understood to refer to the user(s) of a targeted
selector, account, or 53—

Section IL.A ("Acquisition — Electronic Surveillance") will not apply. (U)

Subparagraphs 1 through 5 of Section II.B ("Acquisition — Physical Search, including
of Electronic Data") will be replaced in their entireties by the following

subparagraphs: €5y

1. The FBI may acquire_ pursuant to section 702 of the Act
only in accordance with FBI targeting procedures that have been adopted by the
Attorney General, in consultation with the Director of National Intelligence,
pursuant to section 702(d) of the Act.—5)—

2. Any communication acquired through the targeting of a person who at the time of

outside the United States but iﬁsﬁ in fact located inside the United States at the time

: tiple Sources
~Nuly 21, 2034
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such communication is acquired or is subsequently determined to be a United
States person will be removed from FBI systems upon recognition, unless the
Director or Deputy Director of the FBI specifically determines in writing that
such communication is reasonably believed to confain significant foreign
intelligence information, evidence of a crime that has been, is being, or is about to
be committed, or information retained for cryptanalytic, traffic analytic, or signal
exploitation purposes. Notwithstanding the above, if any such communications
indicate that a person targeted under section 702 has entered the United States,
nothing in these procedures shall prevent the FBI from retaining and providing to
the National Security Agency (NSA) and Central Intelligence Agency (CIA)
technical information derived from such communication for collection avoidance

purposes. {5}

3. As soon as FBI personnel recognize that an acquisition of a communication under
section 702 of this Act is inconsistent with any of the limitations set forth in
section 702(b),! the FBI will purge the communication and destroy all other
copies of that communication that are accessible to any end user electronically or
in hard copy. Any electronic copies of the communication that are not available
to any end user but are available to a systems administrator as an archival back-up
will be restricted and destroyed in accordance with nommal business practices and
will not be made available to any other person except as permitted by the FISC.
In the event FBI archival back up data is used to restore an electronic and data
storage system, the FBI will ensure that the previously deleted communication
will not be accessible to any user and will be deleted from any stored system. Sy

f. Paragraph 4 of Section ITLB will be replaced in its entirety with the following:
Required training on the Standard Minimization Procedures and the FBI’s policies

regarding access to raw FISA-acquired information before granting access to raw
FISA-acquired information. €8)-

! Subsection 702(b) provides that "[a]n authorization authorized under subsection (a) --

(1) may not intentionally target any person known at the time of the acquisition to be located in the United
States;

(2) may not intentionally target a person reasonably believed to be located outside the United States if the
purpose of such acquisition is to target a particular, known person reasonably believed to be located in the
United States;

(3) may not intentionally target a United States person reasonably believed to be located outside the United
States;

(4) may not intentionally acquire any communication as to which the sender and all intended recipients are

— T known at the time of the dcuisition to be Tocated in the United States; and - — -
(5) shall be conducted in a manner consistent with the fourth amendment to the Constitution of the United
States." (1) o : - o

SECRETHNOFORN
2
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. g. The following will be added as Paragraph 6 fo Section IILB:

With respect to information-acquired pursuant to section 702 of the Act, only those
FBI personmel who have received training on the application of these "Minimization
Procedures Used by the Federal Bureau of Investigation in Connection with
Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of the
Foreign Intelligence Surveillance Act of 1978, as Amended" may be designated as

© case coordinators. All FBI personnel having access to information acquired pursuant
to section 702 of the Act will be informed of and provided access to these
minimization procedures. €5

h. Section HI.C.3 ("Categories of Non-Pertinent and Sensitive Information™) will not

apply. <5

i. In Section IILE ("Retention of Attorney-Client Communications"), the second
sentence of the preamble (i.e., "In certain cases, however, the Government may
propose and/or the FISC may order the use of supplemental procedures.") shall not
apply. Furthermore, all remaining references to the FISC in this section shall be
replaced by DOJ-NSD. «5)r

j  The time limits described in Section III.G ("Time Limits for Retention") as applied to
communications acquired pursuant to section 702 of the Act will be measured from
. the expiration date of the certification authorizing the collection. -£83—

k. Section IV.E ("Dissemination Under —“) will be replaced in its

entirety with the following paragraph: €53-

With respect to any communications that the FBI acquires from an electronic
communication service provider pursuant to Section 702 of the Act, the FBI may
convey such communications fo the NSA and CIA in unminimized form. The
NSA and CIA shall process any— received from the FBI
pursuant to these procedures in accordance with the NSA and CIA minimization
procedures, respectively, adopted by the Attorney General, in consultation with

the Director of National Intelligence, pursuant to subsection 702(e) of the Act. <5F

1. Section V.C ("Minimization Briefings") will not apply.~53—

727 -8) g\\s}&%\ R

Date Eric H. Holder, Jr.
Attorney General of the Unitegl/States
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I, GENERAL PROVISIONS (U)

A, In acoordance with 50 U.S.C, §§ 1801(h) and 1821(4), these procedures govern the
acquisition, retention, and dissemination of nonpublicly available information concerning [
unconsentihg United States persons that the Fedéral Bureau of Invéstigation (FBI) obtaiiis
pursuant to ordets issued by the Foreign Intelligence Surveillance Court (FISC) or emergency
authorizations by the Attorney General under the Foreign Inte]‘lj gence Surveillance Aet of 1978,
as amended {FISA), 50 U.S.C. §§ 1801-1811 and 1821-1829. For the purpose of these
procedures, the term “applicable FISA authority” refers to both FISC-ordered and Attorney
General anthorized electronic surveillance or physical search condneted in 4 particular case
pursuant t6 FISA. The Attoiney General has adopted these procedures after concluding that: they
meet the requirements of 50 U.S.C. §§ 1801(H) and 1821(4) because they are specific procedures
that are reasonably designed in light of the purpose and teclmique‘ of the particular surveillance
or physical search to minimize the acquisition and retention, and prehibit the dissemination, of
nanpublicly available information conceining vinconsenting United States persons consistent
with the nesd of the United States to obtain, produce, and disseminate foreign intelligence
information and etherwise comport with the statutory definition of minimization pracedures. Tt
aceordance-with 50 U1.S.C. § 405-1(ﬂ(6), the Director of National Intelligence (DNI}has .
provided assistance to the Attorney Genéral with respect to the dissemination procedires set
forth hetein so that FISA-acquired information may be used efficiently and effectively for

foreign intelligence purposes, (U)
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B.  Pursuantto 50 U.S.C. §§ 1806(a) and 1825(z), no information acquired parsnant to FISA
may be used or disclosed by Federal officers or employees except for lawful purposes..
Informatian acquired from electronic sprveillanies or plysical search conducted under FISA
concerning United States persons may be used and disclosed by Federal officers and employees
without the consent of the United States pérsons only in accordarice with these minimization
-procedures and-any modified or supplemental minintization procedures that may apply. These
procedures do not apply to publicly available information concerning United States persans, nor

do they apply to information that is acquired, retained, or disseminated with:a United States

C.  These prosedures adopt the definitions:set forth in 50 U.8.C. § 1804, fiickuding those for

the terms “foreign intelligence information® and “United States person.” _
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D. If FBI personnel, which, for the purposes of these proceduies; includes all contractors and
others authorized to work under the direction and control of the FBI en FISA relaled maiters,
encounter a situation that they believe reguires them to act incorisistently with these proeedures
i order to protect the national security of the United States, enforee the.ctiminal law, or protect
life or property from serious harm, those personnel immediately should contact FBI
Headquarters and the Office of Intelligenes of the National Security ,Dixtisi-ou:o-f the Departmeit
of Justice (NSD) to reqiest that these procedures be-modified. The United States may obtain
modifications to these procedures with fhe approval of the Attorney General and a determination
by the FISC that the nmodified procedures meef 'the'deﬁnit-io'n. of minfmization procedirss-tinder
sections I801(l) and/or 1821(4) of FISA. (U)

E. If, in order to protect, against an immediate threat to. hwman life, the FBI detérmings that it
must take action in apparent departure from these procedures and that it is not feasible to obtain.a
timely modification of fhese procedures from the FISC, the FBI shall report-that. activity
promptly to the NSD, which shall notify the FISC proriptly of such activity, (U}

F. Nothing in these procedures shall restrict the FBI’s performance of lawful oversight.

functions-of its personmel. (U)
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TI. ACQUISITION (U)

A. Acquisition — Electronic Surireillance. (U

1, Prior to initiating electronic surveillance, the FBI shall verify that the facility or
place at which it will direct surveillance is the facility or place specified in the applicable FISA
authority. The FBI is under a continuing obli ,c;,faticil to verify that the authorized target of the
surveillance uses or is abdut to use the facility or place at which the'surveillange is dirscted
during the authorized period of swrveillance, The FBI shall ferminate electronte surveillance of a.
facility or place as s0on as it determines that the authorized target of the electronic surveillance
1o fonger uses, nor is about to use, the facility or place, and shall promptly notify the NSD of
sych termination, (U)

2. When conducting electronic surveillanee of 4 facility 4@ place pursuant to the.
applicable FISA authority, the FBI may acquire, using the means and to the extent approved by
the couit or autharized by the Attorney General for that facility or place: (&) all inforimation or
ceminunieations transmitted to of from the facility or place; (5) all communications that occus at
such ficility or placs;, (c) all visual, aural, and other non-verbal inforination that the approved
surveillance deviee(s) can acquite at such fac':ility or place; and {(d) all information,
commuirications, of other data processed at sueh facility or place by computers or-other
equipment present at the facility or place. To the exisnt congistent with the electronic
surveillance approved By the Court of aufhorized by-the Attorney General; the FBI may, at'its

discretion, automatically record all information, ¢onununicatioris and data that it acquires, ‘and

_ also may conduet five monitoring of such acquisition. £83-
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3 Nofwithstanding Section 11.A.2, the FBI shall, to'the extent reasonably feasilile:
(a) use means of surveillance that are designed to limit the acquisition of ionpublicly availuble
information or communicatiorns of or concetning unconsenting United States persons thaf are not
foreign inteltigence information relating fo a target of the surveillance; and {b) place spweil"lance
devices in locations within a facility or place at which surveillance is directed only where thiey

are likely to acquire foreign infelligence information relating to a target of the surveillance. 8

B.  Acquisition — Physical Search, || G
1. Persoime] Authorized to Conduct Physical Search. (U)

_Physical search shall bs conducted only by: () appropriately autliorized and trajned
personnel of the FBI, pot including contractors; (1_
- & ]
e
N Poovoct to 50 US.C. § 1824()(2)(B)-(D), other
persons, ||| GGG = =ssist in the physical search as specified in
the applicable FISA authority. €5y

2 Conducting Physical Search, (U)

Priof to initiating physical search, the FBI shall verify that the premises or property at
which it will conduct physical search is the premiges or property specified in the applicable FISA
authority. The FBI shall conduct physical search with the minimum intrusion riecessary to
acquire the foreign intelligenoe-information sotight. Peisonhel conducting plysical search shall

_exercise reasonable judgment in détermining. whether the information, material, or prope:ty

3.
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revealed through the search reasonably appears to be foreign intelligence information relating to
a target of the search or evidence of a ¢rimie. Tlie FBI shall condyct the gedrch in accordance
with the applicable FISA anthority. (U)

a. Areas of search. For physical search of premises or property, after
conducting any necessary protective sweep, the FBI shall, where reasonably feasible, limit
search areas to locations within premises or-property where the FBI reasonably expects that; )
foreign infelligence information may-be stored or concealed by the target; or (ii) foreign
intelligence information related fo the target ot the activities of the target may be found. (U)

b. Manner of Search. The FBI ay conduct physica} search wsing the:
methods most suitable for acquiring the foreign intelligence information sought in light of the.
particulai circumstances of the-search. When conducting a physical search of electronic data, the
FBI may acquire all inforimation, commiunications, or data telating to the target in accardange
with the applicable FISA anthority. Methods used to condiict physieal seerch may include:
inspection; examination; reproduction; temporary removal; hiarking for identification; festing;

alteration; substitution; or seizure of information, matetial, or propeity. ()
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ii. Téemporaiy Remoéval. The FBI may temporarily remove
| information, material, or-property for technical, scientific, or other

réasonably necessary exaniination, and for atyy other purpose
approved by the Court. 5}

fil.  Deshuctive Testing. The FBI may conduct destructive testing of
material discovered in a physical searclh only when. such testing is
provided for in the applicibls FISA authority of in case of
emergency when reasonably necessary to protect against
immediate threat to public safety.. (U)

c. United States Person Infonnation. Material, 'or Property. TheFBI may

infentionally alter, substitute, or seize information, material, o property belonging fo a.Ubited
States person orily when reasonably necessary to prevent setions injury; loss of life, etime,
damage 10 propeity, or damage to the national security of the United States. The-preceding
sentence dees not preclude the alteration or substitution of material of property that is necessary
to effect a physical search of electronic data in aceordance with the applicable FISA authority,

3, Physieal Search Tinvolving Mail or Private Courfers. (U)

-

7
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4, Record of Inforination Collected in Pliysical Search. (U} |

The FB1 shall keep records identifying all information, material, or property: acquired
during a physical search. (U)

5. Report of Physical Search. (U)

‘Within severi business days following the execution of a physical search, of receiving
notice that a search has been executed, and for wlich the FISC ordéred that a search return be
filed, the FBI shall notify the NSD of the date the search took place. The preceding requiremerit

shall not apply to physical searches of electronic data. 45}

Q, Acquisition —~ Third Parties, (U)

““Thitd-party information” is: (a) nonpublicly available informatien of v congerhing an
unconsenting United States person who is not the anthorized target of the particular FISA
collection, or (b) the material Qﬁrrpl‘opt_e‘rty of a United States person wlio 18 nof the authorized
target of the particular FISA collection. Third-paity information may include the:
cofnmunications or property of family meinbers, coworkers or others, who are not the targets of
the collection, but who share facilities, premises ot property with the target, Third-party

information does not include any information contained in a communication to which the target
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is a party. The FBI shall liimit, 16 the extent reasoniably feasible, its acquisition of third-party

information during the course of electronic surveillance or phiysical search, The foregoing does
not preclude the acquisition of alf information, communications, or data telating fo the target in
accordance with the applicable FISA anthority where necessary to effect electronic surveillance

or physical search of electronic data.¢87"

11l RETENTION (U)
A, Retention — Storage of FISA-acquired Infornation, (U)

Thé FBI must retain all FISA-acquired information undet dppropriately secure-conditions
that limit access to such information orily to autherized users in accordance with these and-ttlier
applicable FBI procedures. These tetention pracedures apply to FISA-acquired inforniation,
re:ta-iﬁed in any form. FBI electronic and data storage systems may permit multiple authorized
users to access theinformation simuitaneously or sequentially and to share FISA-acquired
information between systems. “FISA-acquired infoimation™ means all information;
comiiiunications, ma‘terial,'or property that the FBI acquires from eléctroiic surveiflance or
physical seareh conducted pursuant to FISA. (U)

“Raw FISA-acquired information” is FISA-acquired information that (a) s in the same or
substantially same format as when the FBI acquired it, or (b) has been processed only as
necessary to render it into a fornr in whicl it can be evaluated to detertnine whether it ieasonably
appears to be foreign intelligence information, to be necessary to widefstand foreign intelligence
informatioi or to assess its importance, or to b evidence.of a crime. Iustrative examples of

raw FISA-acquired information fnclude audio recordings of intercepted communications

g
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(including copies thereof); soft or.hard copies of e-mails and other Interngt communications ot
data; digital images, negatives, or prints of photographs of documents obtained during a physical
search; electronic storage media (including computer hard drives and removable storage media);
verbatim translations 6f documents or commmunications; and intercepted communjeations that
have béen processed into the form of “tech cufs” but have:not been evaluated to determine
whether the tech cuts reasonably appear to be foreign intelligence information, to be necessary fo
understand foreign intelligence mformation or to assess its importance, or to he-eviderice of a

crime, <83~

B. Retention — Access to FISA-acquired Information. (1)

The FBI may grant access to FISA-acyuired information to all authorized personnel in
accordance with policies established by the Director, FBI, in consultaton with the Attorngy
General or a designee. The FBI's policies regarding access will vary according to whethera
particular storage system contains taw F ISA-acquired information, will be consistetit withi the
FBI’s foreign intelligence information-gathering and information-sharing responsibilities, and
shall inchude provisions:

L, Peérmitting access to FISA-acquired information only by individuals who requite

access in order to perform their job duties or assist il a lawful and authorized governmental

function;
Z. Requiring the FBI to maintain acéutate records of all persons to whem it hag
granted aceess;

- 10 - o - . PR
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3 Requiring the FBI fo maliifain accuiate records of all persons who have accessed

raw FISA-acquired information, and to audit its access records regularly to ensure that raw

FISA-acquired information is only accessed by authorized iudiVi‘d_uaIs—
!

4, Requiring training on these minimization proceduies. and the FBI’s policies
regarding access to raw FISA-acquired inforination before granting aceess to raw FISA-acqnired
information; and

5, Requiring the primary case agent(s) and his/her/their designees (hereinafter “case
coordinator(s)™) to control the marking of infermation in-a particuldr cass in accordance with
FBI policy. A marking, for example, would include an indication that the information is or is not
foreign ifitelligence. £5)—

The FBI shall provide such policies to the Courf when these procedures go into-effect.
Thereafter, the FBI shall provids any new policies or materially modified policies to tha.'Ccurt-
S

The FBI may iake raw FISA-acquired information-available to authorized personnel on

a continuing basis. for review, translation, analysis, and use in accordance with these pirocedures,

Authorized personnet ma |
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€.  Retention — Review and Use of FISA-acquired Information. (U)

1. General Provisions. (U)

FRBI personnel with authorized access to raw FISA~dcguired information may review,
translate, snalyze, and use all such informatien only in accordance with these procedutes.and
FISA and only for the purpose of determining whether it reasonably appears to be forsigh
intelligencé information, to be necessary to undeistand foreign iﬁtel_ligence._ information or to
assess its importance, or to be evidence of a crime, Such personnel shall exerbise réasonable
judgment in making such déterminations. <53~

FBI personnel with a_ufhorized access may copy, transcribe, sununarize, review, of
analyze raw FISA-acquired information ohly as nécessary to evaluate whether it reasonably
appéars to be foréigﬁ intelligence Information, to be necessary to understand foreigh infelligence-
information or assess its importance, or to be evidenge-of a crime.. Once FBI personng] have
assessed.that raw FISA-acquired information meets one of tliese ctiteria, the FEI may retain that
information for further investigation and-analysis and itay disseminate it in accordance with
these procedures. Pursuant tb 50 U.S.C. §§ 1801(h)(3) and 1821(4)(C), howeves; information
that is assessed to be evidenice of a crime but not to be foreign intelligence.or necessary to
understand foreign intelligence méy only be retaingd and disseminated for law enforcement.

~ purposes. The FBI shall identify FISA-acquired information in its storage systeins, || GB

I 21 has beest reviewed and moets ihese standards,

il
.
<
]
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If the FBI proposes to use any storage systém that is incapable of meeting these requirements,
the FBI shall -follow the procedures set 1:°0r_th in Section 1.D. €8}

Before using FISA-acquire-d.'.infofmation for farther investigation, analysis, or
dissemination, the FBI shall strike, or substitute a characterization for, information of or
concerning a United States person, including that person’s identity, if it does not reasonably
appear to be foreigi intelligence information, to be necessary to understand or assess the
impottance of Toreign intelligence information, or to be evidence.of a crime. (U)

The FBIumay disseminate copies, franscriptions, sammaries; arid other documents
containing FISA-acquired information only in accordance with.the dissemination procedures set
forth in Part:IV below. (1)

The FBI shall retain FISA-acquired information that.is not foreign intelligerice
information that has been reviewed and'reasonably appéats to be exculpatory or impgachment
material fot a criminal proceeding, or reasonably appears to be d‘l's.c@verabl_s in-a criminal
proceeding, and shall treat that information as if it were evidence of a ciimie. 83

2. Third-Party Information, (U)

‘The FBL may retain and use third-party information for investigative abd analytical
purpeses in accordance with.these procedures if such information reasonably appears to be
foreign intelligence. information, to be siec,egssa.i_'y to understand foreign intelligence inforination
ol assess its impertance, or to be evidence of a ¢rimg (which is being refgizled or used for Jaw
enforcement purposes), and:

(a) is a gommiunication made or received.on behalf of the target(s);

13
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(b) concerms activities in which the tatget(s) is or may be involved; or

(&) concertis a serious threat of injury, loss of life, damage to property, or damage to the
national security of the United States. 48

" Third-party information that does not fall inte these categories may be refained in

accordance with Section 111.G of these procedures but may not be used for investigation or
analysis and may not be included in investigative or analytical documents syeh 25 Electronic
Commuitications or teports. If, however, FBI personnel acqiire informatiah that does.not fall.
into oue of these categories but that they believe should be used, the FBI shall proceed in
decordarice with Sactions LD and LE. {8)

3. Catepories of Non-Pertinent and Sensitive Information, (U)

FBI personnel shall continually analyze communications of or informéti'on cencering
United States persons acquired pursuant to FISA for the purpose of establishing categories of
information that are not foreign intelligence information, are not necessary fo-understand foreign
intelligence information or asséss its imporfance, or are ot evidénce of a.ciime. These
categories should be established after a reasonable period of monitoring the.communications of
the target and shall be reported to the Court in a later renewal application rélating to thattarget.
‘When developing these categories, particular attention should be given fo the following types of
sengitive ig‘formation:

@ I

o
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Before using Information from &n established catepory of sensitive information for
investigation or analysis, including usihg the information in investigative or-analytical
documents such as Electroniv Cormitmications-(ECs) of repoits, EBI personnel shall defermine
that the information tliat falls into such categories resonably appeats to be foreign intelligenee

information, to be necessary to understand. foreign inteiligence.informatiof oF agsess its.

importance or f b svidence of a . [

|
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|
|
|
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|
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Authorized users may query FBI electronic and data storage systesns that-contain raw
FISA-acquired information to find, extract, review, translate, gnd assess whether such
information reasonably appears to be foreign intelligence information, to be necessaty to
understand foreign intelligence information er assess its importance, or to be evidence of a crime.
Such quexies may involve the use of keywords, identifiers, formulas, attributes, or other
sophisticated data exploitation techiiques. To the extent reasonably feasible, al;tﬂ;m'izgd nsers

" must design such queries to find and extract foreign intelli gence-information or évidénce of §
srime. and to minimize the extraction of third-party information. Authorized nsers may process
the resulfs of-an appropriate query in accdidaice with Section 111.C above. The:FBI shall
maintain records of all searches, including, search terms, used to query such systems—~S)—

Authoerized users may query FBi elettronic and data storage systems fo find, extract, and
analyze “metadata” pertaiting fo communications. The FBImay also usé such metadata to
analyze communications and may upload ot transfer some or all snch metadata to other FBI

electronic and data storage systems for anthorized foreign intelligence or law enforcement

—
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E. Retention of Attorney-Client Commrunications: (U)

This section governs the retention of attorney-client communications. In certdin cases,
hnweve‘r, the Government may proposé and/or the FISC may order the use of supplementai
procedures, FBI personnel shall consult as appropriate with EB1 Division Coufsel, the FBI
Dffice of General Counsel, or the NSD to determinie whether a comuiunication isprivilﬂge_c_i_. )

1. Target charged with 4 erime pursuant to the United States Code. (U)

As soon as the FBI knows that a target is charged with a crime pursuant fo fhe: United
States Code, the FBI shall implement procedures that ensnre that the target’s attorney-client
privilege isprotected. These procedures shall inelude tié following, biiless otherwise authorized
by the FISC:

4. Establishment of a review team of one ormeoré monitors and/or Teviewers,
who have no role in the prosecution of tlie charged criminal matter, to initially access and review
information or comminications acquired from a surveiliance or search of afarget who is charged
with a crime pursuant to the United States Code;

h. A procedure to ensure that as soom as the review team defermines that the:
FBI has acquired a privileged communication concerning the charged criminal matter between
the target'and the atforney represenfing the target in that matter, the FBI will appropriately mark.
the communication privileged in a manmer that is apparent to anyone Who accesses the
information, including in any FBI electronic and data storage system. An attorney representing
the target in the cfiminal matfer includes anyone-working on behalf of that.atiorney, such as

another attorney, an. expert wiftiess, a paralegal, or 4y admifisirative assistant; and =~

SECREF-

vr:17 . . ) -~ o - - e
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¢ A procednré to erisute that within 10 business days of detsnminingthat-a

privileged communication under this section has been a'cqh'iréd_
I
P
I
I, . cicctronic
versions of the privileged communications that dre not gvailablé to any end user buf are available
to a systems adntnistrator as an atchival back-up will be restricted and destroyed in accordance
with normal business practices and will not be made available to any other, person except as.
permiitted by the FISC. In the avent FBI'-arclﬁVal back up date, is used to restore an electrontic
and data storage systein, the FBI will ensure that the previcusly deletéd privileged
conmmunications will not be accessible to any uset and will be deleted from any restored system.

d. FISA-acqnired information, other than privileged information ﬂiat'h,a"s
been sealed according to-Sections IILE.1.a-c, above, may-subseguently be made available to the
investigative teain, including presecutors, as apprepriate.

e, As soon as FBI persorinel.recognize that comintinications between the
person under criminal charges and his-attorney have been acquired pursuant to a-partioular FISA
search or surveillance, the FBI shall ensure that whengver-any user réviews-information or
communjeations acquired from that search of surveillance, which are in an FBI electronic and.
data storage system containing raw FISA-acquired information, he receives elettrosiio

nofification that attorney-client communications have been acquired during the.search or

- . 18 ER - o - P .
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surveillance. 'I‘hc-pmpoée of the notification i to aleit dtheis who may review this information
that they may encounter privileged communications, (S

2. Target charged with a non-Federal crime in the United States and persons other
than a farget charped with a ciime in the United States. (U)

FBI menitors and other personnel with access to FISA-acquired information shall be aleit
for conumunications that may be (i) between.a target who is charged with a non-Federal crime in
the United Statés-and the attorney representing the individual in the criminal matter, or (it}
between a person other than a target charged Wwith a crime in flie United States.and the atforney:
representing the individual in the criminal matter: Assoon as FBI personnel know that a targst is
charged with a non-Federal crime in the United States ot somieone otlier than tlie target who
appears to regularly use the targsted facility, place, premises or property is charged with-a crime
in'the United States, they will notify the Chief Division Counsel, FBI Office of Genera! Counsel,
and the NSD fo deterinine whether supplemental procedures-or a separate monitoring team are
required. Inthe absence of such supplemental procedures: or a separate monitoring teain, as soon
as FBI personnel recognize that they have acquired a cornmunication between (i) a targel who is
charged. with a nen-Federal crime in thie United States and the attorney representing the
individual in the crintinal mafter, or (ii) a person other than a target charged with.a crims in the
United States and tlie attorn€y representing the individual in the criminal matter, the FBI shall
implenient précedures that include the following:

| a. A procediire to ensire that the FBI immediately ceases monitoring.or

. . - - ) . . v + ) iy, f
reviewing a privileged communication concerning the charged criminal mattet;
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o
C. A procedure to ensure that within 10 business days of determintrig that &

pri.vileged communication under this section has been dequired, —

e e
electronic versio.ns of the privileged communications that arenot available fe any end user but
ate available to-a systems administrator as an archival back-up will b restricted-and destrayed
accordance with normial business practices and will not be made available to any other persen
except as petmitted by the FISC. In the event FBI-archival back 1p data is used fo restote an
electroni¢-and data storage system, the FBI will engure that the previously deleted privileged.
communications will not be accessible to any-user-and will be dsleted from any, restored systein;
and

d. As soon as FBI personnel recognize that communications between thé
person nnder criminal charges and his attorney have been acquired pursuant to a particylar FISA
search or surveillance, the FBI shall ensure that whenever any user reviews information or
communications acquired from that search orsurveillance, which are in an FBI électronicand,

data storage sysl:ém containing raw FISA-acquired information, he receives electronic
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notification that attorney-client commmmications have been acquired during the search or
surveillance. The purpose of the notification is to alert others-who may review this information
that they may encounter privileged communications.—~3y~

3, Privileged communications itfivol

involving targefs and other persons not charged with
crime ih the United States. (U) ‘

‘The FBI may review and use FISA-acquired communications of a target or-other ﬁa’rsbﬂ
not charged with a crime in the United States that are attorney-client privileged.in condneting'a
National Security investigation. Authorized FBI personnel who review FISA-acquired
information that is privileged (i) must mark the cormmuinication (in hard copy and elgctronically)
as piivileged in a manner that is apparent to anyone who accesses the information; and (if) may
disseminate the item within the United States lﬁtelli.g‘e'nc.e Community. if it otherwise nieets the
standards for dissemination. Before dissgminating such itein that otherwisgineets the standards
for dissemination outside the United States Intelligence Community, the FBI must obtain the
approval of the Attorey Géneral or the Attoiney General’s desi ghee,~S5)-

If the FBI determines that a privileged FISA-acquired communication of a person not
chiarged witli a crix‘ﬁe in flie United States is not foreign intelligeinc® infbimiation but'is evidenoe
of 4 crime, the FBI'mugt obtain approval fo disseminate the infornation for law-enforcement
purposes from the Attorney General ot the Assistant Attorney Gengral for National Sceurity.
The FB1.inay disseminate the information immediately if it determines there is.animmediate
threat to life.or of serious property damage. Ifthe FBI makes such a dissemination, it s'hél_i.

immediately ftiform the NSD. £8)
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F. . Additional Procedures for Retention, Use and Disclosure of FISA
Information, (U)

1. Pursuant to 50 U.S.C. §§ 1806(b) and 1825(c), no information acquired pursuang

to an order authorizing electronic surveillance or physical searoh under FISA shall be disclosed

for law enforcement purposes u1ﬂeSs_
.
I
-: FISA-acquired information, including raw FISA-acquired information, may be.

disclosed for law enforcement purposes in eriminal proceedings. €5)

2, The FBI shall ensure that identities of atiy pérsons, including United Stated
persons, that reasonably appear to be foteign intelligence information, to be necessary to
understand foreign intelligence information or assess its importance, or to be-evidence of a crliie,

3. Prosecitors. (U)

a. The FBI may disclose FISA-acquired information, including raw FISA-
acquired information, and-i.i'lfolmatioxl detived therefrom, to federal presecuters and others

working at their divection, for all lawful foreign intelligence and law enforceiment purposes,

e R p—
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others working at their direction are provided access to raw FISA-acquired information, they
shall be trained on and comply with these and all other applicable minimization procedures. £57

b. Iim accordance with applieable Attorney Geperal-approved policies and
procedures, federal prosecutors may also disclose FISA-acquired Information, when necessary:
fot the prosecutors fo carry out their responsibilities, including to witnesses, targets or subjects of
an.investigation, or their respective counsel, when the FISA-acquired information could be
foreign intelligence information or is.evidence of a crime. This provision does ot rastrict a
federal pz-cs'ecmor’s ability, in-a criminal proceeding, to disclose FISA-acquired information that
centains exculpatory or impeachment information or is otherwise diséoverable urider the.
Constitution or applicable federal law. (U)

c. The EBI inay iiot provide federal prosecutors and others working-at theit
direction [ - i1 ravv FISA-soquired
information unless such access is: (a) for foreign intelligence or l.a?;v enforcement purposes; (b)
consistent with their responsibilifies as federal prosecutors; and {c) puisuant to progedures
established by the: Attoriiey General aiid provided to flie FISC, The procedures established by

the Attorney General and provided to the FISC shall includs the following:

Lo Access G
_must be limited to that
which is consistent with their responsibilities as federal prosecutors:
and necessary to earry out their responsibilities efficiently during a

specific iivestigation or piosécution;

i 23 . 4 - " )
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Access must be requésted fiom and approved by an exscutive at
FBI Headquarters in a position no lower than Assistanf Ditector
(AD) and in coordination with the Deputy Géneral Cotmsel of the
FBI National Security Law Branch or a Senior Executive Service
attorney in the National Security Law Branch, and will be
cansidered o a edse-by-case basis;

A request for access must specif_
. oo Tntelligence Surveiilance Court
(FISC) docket mumbers, and targeted facilitiss the-prosecutor needs
access, why such acteéss is necessary, and the duration of such
ACCESS;

All individuals receiving authotization to have direct acéess must
receive [
and training on the standard minimization procedurés-and any
relevant supplemental minimization procedures applicable to the
information to which they have access;

Access shall be ferminated no later thay the contlusion of the
relevant investigation or prosecution; and

Federal prosecutors may immediately be givei acogss to. FB]

- 15 A-

acquired information if FBI personnel determine that ari imimediate

T LT - - 24 e - PN . | e
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-threat to life or of sérious damage to propexty necessitatss
immediate sccess, and if snch hinmediate access is glven to federal
prosecutors, notification shall be made to FBI Headquarters, FBI's

Office of General Counsel, and NSD. 8-

G.  Time Limits for Retention. (U)
Iri general, the FBI may retain FISA-acquited information that reasonably appears. to be

foreign intelligence information, to be necessary to understand foreigs intelligence information.

or assess its importande, of to be évidence of a crime. 5

1. ‘The FBIis authorized to retain data in electronic. and-data ||| GGG
I -oianco with the following:
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3, Audio and video recordings not ascessible through an elestronie and data storage
system, and iteps and/or resords obtained through physical search of ptemises ot property,
including images or copies of computer hard drives and ré_m_ov_ab_le media acquired dutirig flie
execution of a physical search order, whethet reviewed or not, hut.not identified as inforniation
that reasonably appears to be foreign iittelligencs information, necessary-to understand foreign

intelligence information, or evidence of a crinye, shall be destroyed within-specific time perlods

e T . . 26.:. - - . - - . .. -

I
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as set forth in FBI policy, which shall provide for periodic destruction of certain categories of
FISA-acquired information. This provision does not-apply to FISA-acquired information. within
the scope of Section I1ILG.1 or HLG.2. 65>

4 FISA-acquired information retained by the FBI in any other form [

I = —

1V. DISSEMINATION (U)

A. Dissemination of Foreign Intelligence Information to Federal, State, Local and
Tribal Officials zud Agencies, ()

‘The FBI may disseminate FISA-acquiréd information that reasonably appears to be
foreign intelligence information in accordance with Sections VLA and IV.A.2 to federal, state;
local and tribal officials and agencies with responsibilities directly Telated to ‘thé information
proposed to be disseminated. Tnformation that reasonably appears to be foreign intslligence

information not directly related to responsibilities of such agericies may be disseininated

ineidental to the dissemination of information directly related to responsibilities of sueh agencies.

Sych inforination may-be disseminated only consistent with the need of the United States to

obtain, produce, and disseminate foreign intelligence information. (U)

1

O ————

acqgiiired information-concerning United States persons that reasonably appears to be necessary

" SRERET
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to the ability of the United States to protect against: (i) actual or potential attack or other grave
hostile acts of a foreign power or an agent of a foreign power; (id) sébotagc, international
terrorism, orthe international proliferation of weapons of mass destruetion by a foreign power-or
an dgent of a foreign power; or (jif) clandestine intelligence activitigs by an intelligence service
or network of a foreign power ‘or by an agent of a foreign power; (83,

1801(e)(2

2. Foreign Intelligence Information as defined.in 50 UJ.S.C. ()

The FBT may disseminate to [ > -

acquired information concerning United States persens that reasonably-appears to be necegsary:

(i) to the hational defense or the security of the United States; or (ii).the conduct of the forejgn
affairs of the United States. Sueh information shall not be disseminated, however, ih a‘manner
that identifies a United States person, unless sucli persoi’s identity is necessary to-unidgrstand
foreign intelligence information or to assess its importance. 48
B. Dissemination of Evidence of a Crinie to Federal, State, i.ocal and Tribal
Officials. (U)
The FBI may disseminate, for a law enforcement purpose, FIS A-acquiréd. information
concernitig a United States person tﬁat reasonably-appears to be evidence of a crime butnot
foreign intelligence information tof | | | NG
- The FBI shall disseminate such FISA-aéquited information in a manner eonsistent

with tlie requirements of Section IILF. £
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C. Dissemination of Foreign Intelligence Information Concerning United States
Persons tq Foreign Governments. (U) '

‘ 'The FBI may disseminate FISA-acquired information concerning United States persons,
which is foreign intelligence information, to foreign governments as follows:
1, Disseminations of FISA-acquired inforination concerning United Stafes persons
to the governments of the United Kingdom, Canada, Australia or New Zealand may be
iniade upon the approval of the Director of the FBI, or a designes&—"
2. Disseminations of FISA-acquired information concpriiing United States persons
to other foreign povernments shall be made consistently with Department of Justice gnidance
and may be made upon the appioval of the Ditgetor of the FBI, ora designee who shall hold a
position 1io lower tha‘ﬁ Section Chief in the FBI, and shall e in coordination with the FBI Office
of General Counsel, upen consideration of the followinjr factors: the natioral segurity benefitthe
Tnited States may reasonably expect to obiain from making the dissemination; the anticipated.
uses to which the forgign government will put the information; and any potetitial for econpmic
injury, physical liam, or other restriction of inovement to be redsonably expected from pr,ovidi.n'g
the information to the foreign government. If the proposed reeipient(s) of the dissemination have
a recent record of human tights abuses, that history should be considered in assessi’n,g the |
poteiitial for econoinic injury, physicdl harm, or otler restriction of movement, and whether the
dissemination should be made, -5~
Where theie is 4 regsoniable bagis to antieipate that the dissemination will resnlt in

econoniic injury, physical harm, or other restrictibn of movenient, no disserhindtion shall be

- v' '

.22
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miade without the approval of the Attorney General. If the Attorney General approves the
dissérnination, the FBT shall undertake reasondble steps to ensure that the disseminated |
information will be used in a manner consistent with United States laws, including Excoutive
Order 12333 (as amended) and applicable federal eriminal statutes. £8)-

ER The Attorney General, in consultdtion with the DNI or a designee; may authorize i
A |
A ©:iox to granting such |
aufthorization, those officials shall consider, among other things: (1) whether such use is a
consistent with the natiorial secirity interésts of the United States, and (2) the effect of such uss
on any identifigble United Stafes person,—8}~

4, The FBI will make & written récord of each dissemination approved pursnant to,

this sestion, and information regarding sucly disseminations and approvals shall b‘e_

A (onsistent

with the other provisions of these procedures, the. FBI is authotized to disseminate FISA-

acquired infermation, including, tape recordings, transeripts, or electronic storage media
(Inchiding omputer hard drives and removable storage media), _
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_The following restrictions apply with respect to. any materials so
disseininated:

1. Dissemination to [ EEGEG——
- of such information or communications. —
A
[

2. Dissemination will be only to_
— of such information or communications. _
[

3. _shall mike 110 per?manen't- record of information
of communications of or concerniiyg any person referred to in FISA-acquired information or
recorded on FISA-acquired tape recordings, transcripts, electronie sforage riedia (including
conipyter hard drives and removable storagénnedia), or Qihe_
|
I
- Records maintained_ for this purpose may net be:
R
I <

4, Upen the conclusiox ||| GGG 2: 251, the FisA-doquired.

information, including all tape récordings, transeripts, electranie storage media (including

31
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computer hard drives and removable storage media), or other items, or information disseiminated

5. Any information tha{jEGE_ orovide to the FBIas a result of
I - - disscminated by the FBIin accordanee with the applicable

minimization procedures, 453 .

The FB1 may disserinat- [

--lfaw FISA-acquired information that relates to international terrorism acquited from

2

electronic surveillance or physical search condutted by the FBI as provided il_
I <>—
r. [ -

Tn addition to dissemination avthorized undsr other provisions Herein, foreign intelligence

inforination, as defined in Section 1801(e), may be disseminated to —
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o R ——
Notwithstanding any othes provision of these procedures; the FBI 1_
database, provided that such access i limited to classifications of cases that areTikely fo cantain
R
I —— e e
FISC. Ifthe FBI authorizes -o disseminate any 'infomi‘atiof-ﬁ"eceivm purstant to
this section, such authorization shall be niade consistent with these procedures and gpplicable
Department of Justice guidance, including but not limited to restrictions governing dissermination

to foreigu governments.~83-

Y, COMPLIANCE (U)
A, Oversight, {U)

Tao ensure conipliatice with these procedures, ,thé Attormney Génerali through the Assistant
Attorney General for Na’pional Security or other designee, shall iniplement policies and
procedures that ensure the good faith compliance with all of the requirements set forth hersin;
and shall conduct periodic minimization reviews, including reviews at FBI Headquarters, fisld
offices, and U.S. Attorney’s Offices that receive raw FISA-acquire:_
_I_‘he' Attomey General and the NSD or other designee of the
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-SECRET

Attorney General shall have access to all FISA-acquired information to facilitate mininiization
reviews and for all other lawfual purposes~€ST

To assess compli-ah;oe with these procedures, minimization reviews shall consist of
reviews of docuiments, communications, audit trails, or other information. They shall inciude, as
appropriate, but are not limited to:

1. Reviews of slectronic coinmunications or o_the‘r documents containing FISA-
dcquired information that have been retained for further investigation and analysis ot
disseminated in accordance with these procedutes. )

2. Reviews of FISA-acquired information (from electronic surveillance and physical
search) in FBI electrenic and'data storage-systems that contaisi raw FISA- acquired information to
assess comipliance. with these procedures, including whether raw F ISA-acquired Qaniuuiéaiioi_ls‘
or property have been properly marked as information that reasonably appears to be foteign.
intelligence firformation, to be necesfary fo understand foteign intelligence jnformation or té
assesg its importance, or to be evidence of a crime. FISA-acquired communications and property
in FBI electronic and data storage systems that contain raw FISA-acquired information may-alse
be reviewed to determine whether they were poperly marked pursuant to ﬂie.attomey—client
communications provisions of these procedures—(S3—

3. Adits of | -
FISA-acquired information to assess the FBI’s compliance with tlie reténtion procedures for

FiSA-acquired infofmation as detailed in Section 11 of these procedutds. Tlie audits may also

mctode roviewing usamplin

I o
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- and accesses in FBI electronic arid data storage systems contafiring raw FISA-acquired
information. These audits may-assist in defermining the FISA-acquired information that wag
accessed in these FBI electronic and data storage systems and the individuals who accessed the
information. It turn, the minimization reviews may include verifying that the individuals wlio
accessed the FISA-acquired information in these FBI systems were individuals who had properly

been given access under FBI guidelines. 483

B. Training. (Uy
The Attorney General, or-a designes, shall ensine that adequate training on thése

procedures be-provided to apprepriate personnel, {U)

C. Minjmiization Briefings. (U)

Following the authorization of collection activity, an NSD attt;rney shall conduct a
minimization bifefing with appropriate FBI pefsonnel '1'espo1lsible for the F ISA.survsillﬁnda'ox
search, (U)

VI. Interpretation (U)

The FBI shall refer all significant questions relating to the interpretation of these

procedures to the NSD. (1)

SECRET
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VIL. Review of Procedures (U)

The Attorney Genéral, or a designee, in consultation with the FBI Office of General
Counsel, shall review these procedures and determine whether they remain appropriate in light of
the techinology and practices used by the FBI no later than five years from the date of fhe
Attorney General's approval of these procedures filed with the Court, and every five years
thereafler, A written report of such review shall be provided to the Cowrt within six montlis of

the completion of the review. (U}

.Attomcy Gerteral of the United States

/{7//4& /87

Date
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EXHIBIT E

NIINIMIZATION PROCEDURES USED BY THE CENTRALZANTAHLAG EME-
AGENCY IN CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE

INFORMATION PURSUANT TO SECTION 702 OF THE FOREI@N 12

With respect to unminimized commum'cations’ the Central Intelligence Agency (CIA)
receives from the National Security Agency (NSA) or the Federal Bureau of Investigation (FBI)
that are acquired pursuant to Section 702 of the Foreign Intelligence Surveillance Act of 1978, as
amended (FISA or "the Act"), the CIA will follow the following minimization procedures:

i

1. Deﬁnitions:

a. Asused herein, the terms "Attorney General," "foreign power," "agent of a fore1gn
power," "United States person,” "person," "foreign mtelhgence information,"
"international terrorism," and "sabotage” have the meanings specnﬁed in sectmns 101 and

701 of the Act.

b. The term "United States person identity" means (1) the name, unique title, or address of a
' United States person; or (2) other personal identifiers of a United States person when
appearing in the context of activities conducted by that person or activities conducted by
others that are related to that person. - A reference to a product by brand name or
manufacturer's name, or the use of a name in a descriptive sense, €.g,, "Monroe
Doctrine," is not a United States person identity, €S/~

2. Unminimized communications acquired in accordance with section 702 of the Act and
- received by CIA will be maintained in access-controlled repositories that are accessible only

to those who have had the required training and are physically or logically separated from
repositories with general access. Unminimized communications that may contain United
States person information that does not otherwise qualify for retention under paragraphs 3, 6,
or 8 of these procedures may be retained in such access-controlled repositories for no longer
than five years from the expiration date of the certification authorizing the collection unless

. the Director of the National Clandestine Service (NCS), or one of his or her superiors,
determines that an extension is necessary because the communications are reasonably
believed to contain significant foreign intelligence information, or evidence of a crime that
has been, is being, or is about to be committed. An extension under this paragraph may

* apply to a specific category of communications, and must be documented in writing, renewed -
on an annual basis, and promptly reported to the Department of Justice's National Security
Division (NSD) and the Office of the Director of National Intelligence (ODNI). (S/ANF—

3, Information concerning a United Stateé person may be retained by CIA indefinitely and
_outside of access-controlled ed repositories if (a) the information concemning the United States.

Classified bys_The Attorney General
_Reason: L .

" Declassify on:
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person is publicly available; (b) the United States person has consented to retention of the
information concerning him or her; or (c) the United States person identity is deleted or
otherwise sanitized to prevent the search, retrieval, or review of the identifying information
(a generic term may be substituted which does not identify the United States person in the

. context of the data). If the information cannot be sanitized in such a fashion becayse the
identity is necessary, or it is reasonably believed that it may become necessary, to understand
or assess the information, CIA may retain that information and the United States person
identity indefinitely and outside of access-controlled repositories if: £S/A¥F)

a. The information is forelgn intelligence information. Such information includes, but is not
limited to, information falhng within one or more of the following categories:

(1) the information mdlcates that the United States person has acted or may be acting as
an agent of a foreign power, including information indicating that a United States
person was in contact with a foreign power under facts and circumstances indicating
that he intends to collaborate with a foreign power or become an agent of a foreign
power;

(2) the information indicates that a United States person may be a target of intelligence
activities of'a foreign power; -

(3) the information indicates that a United States person has engaged or may be engaging
in the unauthorized disclosure of properly classified national security information; or

b. The information concerns corporations or other commercial organizations the deletion of
which would hamper the correlation of foreign intelligence information on the same
subject;

c. The information is enciphered or contains secret meaning;

d. The information is needed to protect the safety of any persons or organizations, including
those who are targets, victims, or hostages of groups engaged in international terrorism;

€. The information concerns a United States person who is or reasonably appears to be, on
the basis of that or other information, an agent of a foreign power;

f. The information indicates that a United States person is éngaged or may be engaged in
" international terrorism or activities in preparation therefor;

_ g The information is needed and retained solely to identify individuals in contact with a
foreign power or an agent of a foreign power (including for purposes of this subparagraph
(2) any person, regardless of location, who engages in international terrorism or activities
in preparation therefor; who aids, abets, or conspires with persons to engage in such .
_activities; or who acts as a member of a group engaged in such activities),
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i. The information concerns a person or activity that poses a threat of sabotage,
international terrorism, actual or potential attack or other grave hostile act, to any facility
or personnel of any agency within the U.S. Intelh gence Commumty, or any department
containing such an agency, :

©j. The information 1nd10ates that a United States person may be a target of intelligence .
* activities of a foreign power; or

k. The information concerns a U.S. Government. official acting in an official capacity.

4. CIA pé‘rsonnel may query CIA electronic and data storage Systems containing unminimized
communications acquired in accordance with Section 702 of the Act.

Such queries must be reasonably designed to find and extract foreign
intelligence information. CIA will maintain records of all such queries, including but not
limited to United States person names and identities, and NSD and ODNI will review CIA's
activities that are conducted pursuant to this paragraph. (S#NE)-

- 5. Any information retained pursuant to paragraph 3 above may be disseminated to otherwise
authorized recipients outside of CIA if the identity of the United States person and all
personally identifiable information regarding the United States person are deleted or
otherwise sanitized to prevent the search, retrieval or review of the identifying information.
A generic term may be substituted which does not identify the United States person in the
context of the data. However, if the information cannot be sanitized in such a manner
because such person's idenfity is necessary to understand foreign intelligence information or
assess its importance, that identity may be disseminated outside of CIA without such person's
consent, Additionally, if the information cannot be sanitized in such in a manner because it
is reasonably believed that such person's identity may become necessary to understand or
assess the importance of foreign intelligence information as defined by 50 U.S.C, § 1801
(€)(1), that identity may be disseminated outside of CIA without such person's consent.

. -
6. Nothing in these procedures shall prohibit:

a. The retention or disclosure of information necessary for the purpose of determining
whether the requirements of these procedures are satisfied, provided that the recipient
-under this paragraph does not retain or disclose the identity of a United States person
where it is determined that the requirements of these procedures do not penmt
: dlssermnatlon
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b. The retention of communications necessary for the maintenance of technical data bases,
so long as only collection or technical personnel have access to.such data bases;

¢. The retention or dissemination of information concerning corporations or other
commercial organizations which is limited to their identities as manufacturers of
equipment and related nomenclature or their locations; '

d. The retention or dissemination of information required by law to be retained or
disseminated; or

e. The retention or processing of communications in emergency data backup systems,
provided that only administrative, collection, or technical personnel have access to such
systems. In the event that information from such systems must be used to restore lost,
[destroyed, or inaccessible data, CIA shall apply these procedures to the transferred data,

{SHNE)
7. CIA will dlso follow the following procedures:

b. Dissemination to Foreign Governments: CIA may disseminate nonpublicly available
identity or personally identifiable information concerning United States persons to
foreign governments provided that such information is foreign intelligence information
and either (i) the Attorney General approves the dissemination; or (i) CIA disseminates
the information under procedures that have been approved by the Attorney General. In

~ Section 702 of the Act to the extent authorized by the Director of the CIA, and in

SECRET/NOFORN-

4 .- — - . . e
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accordance with Director of National Intelli gence Intelligence Community directives.
CIA may make such disseminations without specific Attorney General approval subj ect

to the following procedures:

(3) Procedures for technical or linguistic assistance. It is anticipated that CIA may
obtain from NSA and FBI unminimized information or communications that, becanse
of their technical or linguistic content, may require further analysis by foreign
governments (collectively "assisting foreign governments") to assist CIA in
determining their meaning or significance. Notwithstanding other provisions of these
minimization procedures, CIA may disseminate computer disks, tape recordings,
transcripts, or other information or items containing unminimized information or
communications acquired by NSA or FBI pursuant to Section 702 of the Actto
assisting foreign governments for further processing and analysis, provided that the
following restrictions apply with respect to any materials so disseminated:

(a) Dissemination to assisting foreign governments will be solely for translation or
analysis of such information or communications, and assisting foreign
governments will make no use of any information or any communication of or
concerning any person except to provide technical assistance to CLA.

(b) Dissemination will be only to those peréon.nel within assisting foreign
_governments involved in the translation or analysis of such information or
communications. The number of such personnel will be restricted to the extent

" feasible. There will be o further disserination within ass1st1ng foreign -
governments of thls raw data.
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(c) Assisting foreign governments will make no permanent agency record of

_ information or communications of or concerning any person referred to or
recorded on computer disks, tape recordings, transcripts, or other items
disseminated by CIA to assisting foreign government, provided that assisting
foreign government may maintain such temporary records as are necessary to
enable them to assist CIA with the translation or analysis of such information.
Records maintained by assisting foreign governments for this purpose may not be
disseminated within the assisting foreign government, except to personnel
involved in providing technical assistance to CIA.

(d) Upon the conclusion of such technical assistance to CIA, computer disks, tape
recordings, transcripts, or other items or information disseminated to assisting
foreign government will either be refurned to CIA or be destroyed with an
accounting of such destructmn made to CIA.

(e) Any information that assisting foreign governments provide to CIA as a result of.
such technical assistance may be disseminated by CIA in accordance with these
minimization procedures.

(4) CIA will make a written record of each dissemination approved pursuant to these
procedures, and information regarding such disseminations and approvals will be .
made available for review by the Department of Justice, S#NE)—

c. Compliance With Crimes Reporting Obligations. Notwithstanding other provisions of
these minimization procedures, information that is not foreign intelligence information,
but reasonably appears to be evidence of a crime that has been, is being, or is about to be
committed, may be retained and disseminated (including United States person identities)
to the FBI and other appropriate federal law enforcement authorities, in accordance with
50 U.8.C. §§ 1806(b) and 1825(c), Executive Order No. 12333, and, where applicable,
the crimes reporting procedures set out in the August 1995 "Memorandum of

Understanding; Reporting of Infonnatmn Concerning Federal Cnmes " or any successor

-document '('S#NF)—

8. Any communication received by CIA that is acquired through the targeting of a person who
at the time of targeting was reasonably believed to be a non-Unitéd States person located
outside the United States but is in fact located inside the United States at the time such
communication is acquired or was in fact a United States person at the time of targeting will
be destroyed unless the Director of the CIA specifically determines in writing that such
communication is reasonably believed to contain s1gn1ﬁcant foreign intelligence information
or evidence of a crime that has been, is being, or is about to be committed. SANF)—

NYT v DOJ, 16 CIV 7020_000333



Approved for public reiease. : Wt under b{1) anﬁ b(3) except as otherwise noted.

9. If CIA determines that it must take action in apparent departure from these minimization
procedures to protect against an immediate threat to human life and that it is not feasible to
" obtain a timely modification of these procedures, CIA may take such action immediately.
CIA will report the action taken to the Office of the Director of National Intelligence and to
the National Security Division of the Department of Justice, which will promptly notify the
Foreign Intelhgence Surveillance Court of such activity. S/

'M“\\ ; S
Date Eric H. I Holder, Jr.
: Attorney General of the United States
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EXHIBIT F
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